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MMOJIO’)KEHUE
00 OpraHuM3anuy ¥ NPOBeAeHHH PadoT Mo obecredeHnIo 6€30nacHOCTH
IIepPCOHAIbLHBIX IAHHBIX 00Pa6aTHIBAEMBIX B HH(OPMALMOHHBIX CHCTEMAX NePCOHATbHBIX
JAHHBLIX H/WIHM (€3 HCIO0Ib30BAHNS CPeCTB ABTOMATH3 AL
B MBOY Knuxkeranckoit COLI Arpsizckoro pafiona PT

1. O6mmue moJ10:KeHUS.

; 1.1. Taunoe «Ilonoxenue o6 opranusauuu u nposeneHun pabor 8 MBOY Kuukeranckont COLL
110 0GecIeYeHHI0 6e30IaCHOCTH MEePCOHATBHBIX JaHHBIX MPU UX ABTOMATH3HPOBAHHOH 00paboTKe M/miH
6e3 MCIONB30BAaHMS CPEACTB ABTOMATH3ALMK B MHGOPMALMOHHBIX CUCTEMaX MEPCOHAIBHBIX NAHHBIX)
(nanee — [MonoxeHue) pa3paGoTaHo B cOOTBETCTBHHU ¢ DeiepabHbIM 3aKoHOM 0T 27.07.2006 Ne 152-03
«O TIepCOHATBHBIX JaHHBIX», [locTaHoBeHHeM [IpasuTensctBa Poccutickolt @enepauuu ot 01.11.2012
No 1119 «O6 yrBepxmeHuu TpeGOBaHMM K 3alyuTe MEPCOHANBHBIX NAHHBIX MpH HX obpaboTke B
MHQOPMAIIMOHHEIX CHMCTEMAX MEPCOHATBHBIX NAHHBIX», MeTonMueckuMu pekomeHpauuavu OCTOK
Poccun 1 ®CB Poccun B mestsix obecneueHns 6€30MacHOCTH epCOHABHBIX AaHHBIX (Hanee — [1JIH) npu
1X 06paboTKe B MHPOPMALMOHHBIX CHCTEMAaX epCOHaNbHBIX JaHHbIX (nanee — UCTI/IH).

1.2. TlonoxkeHne ompenenseT MOpsaoK paborsl mosb3oBarened u agmunuctparopo MCII/H,
COTPYIHHKOB, OTBETCTBEHHBIX 3a TeXHHYeckoe o0ecrmeyeHde, a TaKKe aIAMHHHUCTPaTopa
uH(OPMAIIHOHHOM 6E30TIaCHOCTH, B 4acTH obecneueHus Gezonacuocty I1IH mpu nx 06paboTke, MOPAIOK
pa3GupaTeNbCTBa U COCTABIIEHHUS 3aKIIOUeHHH 110 (haKTaM HecOOIONEH S YCIIOBHH XPaHSHHS HOCHTeNeH
TIepCOHAIBHBIX JAHHBIX, UCIIONB30BAHHS CPELICTB 3aIUTH HH(OPMALIKH, pa3paboTKy U MPUHITHE Mep IO
HPEIOTBPAIIEHHUIO BO3MOXKHBIX OIMACHBIX IOCIEACTBUI TakWX HapyIUEHHH, MOPSAOK MPHOCTAHOBKU
npenocrasiends [1JJH B ciyyae oOHapy)KeHHs HapyLIEHHUH MOPSAKAa HMX IMPeJOCTABJICHHS, MOPANOK
o0yyenus nepcoHasa npaktuke paborel B MCII/IH, mopsAmok MNpPOBEpKH 3JIEKTPOHHOrO KypHaa
obpamenunii k MCIT/IH, mopsaok KOHTPOJA COOJMIOAEHUs YCJIOBHM HMCIOJb30BAHUS CPEACTB 3aIlMThI
vH(pOPMALMK, TPELAYCMOTPEHHbIe OKCIUTYyaTallMOHHOM M TEXHMYECKOM [OKyMCHTAllWed, NpaBuia
OOHOBJIEHHS “OOLIECUCTEMHOTO M MPUKJIAQHOTO MPOrpaMMHOro obecreueHHs, MpaBuiia OpraHU3alkd
AHTHBMPYCHO#M 3a1UThI U MaposbHoi 3auuTel MCIT/IH, mopsmok oXpaHsl U AOIMyCKa MOCTOPOHHHUX JIULL B
nomeenus UCITJTH, mopsinok co3nanus pesepBHbIx konuit MCIT/IH, npaBuia XpaHeHHs! U perucTpaniu
HocuTesel nHpopMaLkK a Takoke opanok obesnuuupanusd [1/1H.

1.3. Tlpu obecrneueHnn Ge3omacHOCTH nepcoHanbHeIX AaHHbIX B MICII[IH ¢ ncmonb3oBaHHEM
KpHUnTOrpaguecKuX CpeacTB 3aluThl MHpopMauuu Bee cotpymuukd MBOVY Kuukeranckodt COLI
0653aHbI BBIMOJHATE TPEOOBAHKS, U3I0XKEHHBIE B JOKyMeHTe « Tunosble TpeGOBaHUs MO OpraHU3alli U
obecreyeHHIO QyHKIMOHMPOBaHHS H(POBATBHEIX (KpHIITOrpadhMUeCKHX) CPEICTB, HE COAePIKALIeH



CBEICHMI, COCTABJIAIOIIMX TOCYJAApCTBEHHYIO TaliHy, B CjJy4yae MX MCIOJb30BAHUS IS
obOecnieueHust 0€30MaCHOCTU MEPCOHANbHBIX JAHHBIX IPU MX 00paboTKe B MHPOPMAIMOHHBIX
cucteMax nepcoHanbHbIX TaHHbIX» (DCh Poccun, Ne 149/6/6-622, 2008).

2. Ilopsinok padotrsl nepconana UCIIAn B yactu obecneuenus 6ezonacioctu IIn
npu ux oopadorke B UCII/In ¢ ncnosib30BaHueM cpeacTB aBTOMATH3AIUM.

Hacrosmuit nopsnok onpenensier nericteus nepconana MCIIAn B yactu obecrieueHus
6e3onacunoctu [1/1a npu ux o6padotke B UCII/H.

2.1. lomyck monb3oBareneit mis padbotel Ha komnbiorepax UCIIIH ocymecTBiaseTcs Ha
OCHOBAaHUU IpUKa3za, KOTOpbl uzpaercs pupekropoMm MBOVY Kuukeranckoit COL (nanee
JIUPEKTOP), U B COOTBETCTBUU CO CIIMCKOM Jul, AonyueHHbIX Kk padore B UCII[IH. C uenbio
o0OecrieyeHHss OTBETCTBEHHOCTH 3a HOpMalbHOE (YHKIIMOHUPOBAHME W KOHTPOJIb pPabOThI
cpeactB  3amuthl uHQopmanuu B WCIIJIH nupexkTopoM Ha3HAayaeTcs aJMUHUCTPATOP
nH(OPMaLMOHHON O€30TIaCHOCTH; C 1I€JIbI0 KOHTPOJIS BBIMOIHEHHUS. HEOOXO0IMMBIX MEPOIIPUATHIA
no oOecnedyeHri0 0€30MacHOCTH HAa3HAYaeTCsi OTBETCTBEHHBIN 3a obecrieueHne 0e30MacCHOCTH
MepCOHAIBHBIX JaHHBIX Mpu ux 0opadotke B UCII/IH.

2.2. Ilonp30Barens UMEET IPaBO B OTBEACHHOE €MY BpEMs pellaTh IOCTABICHHBIC 3a/1a41
B COOTBETCTBMH C IOJIHOMOUUsMU Aoctyma K pecypcam UCII/IH. [TonHoMouns nonp3oBaTenen K
MH(OPMALIMOHHBIM pecypcaM OIpPEAesAloTCS B MaTpule JOCTyla, KOTopas co3Jaercs
OTBETCTBEHHBIM 3a oOecreueHrne 0e30MacHOCTH MEPCOHABHBIX JAHHBIX MpPH UX 00paboTke B
NUCTIJn n yTBepkaaeTcst TUpeKTopoM opranuzauuu. Ilpu sToM ans xpaHeHus uHQOpMauH,
coaepxarnieit [1J[n, paspemraercsi UCMOIb30BaTh TOJIBKO MAIIMHHBIE HOCUTEIH HH(POPMAIIWH,
yureHHble B JKypHase ydeTa MalluHHbIX HOCUTEIEH.

2.3. Ilonp30Barenp HECET OTBETCTBEHHOCTH 3a NMPABWIIBHOCTD BKIOYEHUS U BBIKIOYEHUS
cpenctB BeruucautensHoil Texuuku (CBT), Bxoga B cuctemy U Bce JeicTBUs mpu paboTe B
NCTI/n.

2.4. Bxon mosb30BaTelis B CHCTEMY MOXKET OCYLIECTBISTHCS IO BbIJIABAEMOMY €MY
AJIEKTPOHHOMY UJIEHTU(UKATOPY WU MO [IEPCOHATBHOMY MapOJIIO.

2.5. 3anuce uapopMammu, conepxkameit [1J[H, MOKeT, OCyIIEeCTBISIETCS MOJIB30BaTEIEM
Ha CbEMHbIE MalIMHHbIE HOCUTEIN HHGOpMalUH, COOTBETCTBYIOUIUM 00pa3oM YyYTEHHbIE B
Kypraine yuera MallMHHBIX HOCUTEIICH.

2.6. Ilpu pabote co ChbeMHBIMM MAIIMHHBIMU HOCUTENISIMU MH(OpPMalUU NOJIb30BaTENb
KOKIBIH pa3 mepel HayajioM padoThl OO0f3aH NPOBEPUTh HX HA OTCYTCTBUE BHUPYCOB C
UCIOJIb30BAHMEM ILITATHBIX AHTUBHUPYCHBIX MPOTpPaMM, YCTAHOBJEHHBIX Ha KOMIIbIOTEpaXx
UCTIIn. B ciygae oOHapyXeHUs BUPYCOB I0JIb30BATEIh 0053aH HEMEUICHHO MPEKPATUTHh UX
MCI0JIb30BAHKE U JIEUCTBOBATh B COOTBETCTBUM C TpeOOBaHUAMM JaHHOTrO [lonoxeHus.

2.7. Kaxnaplil COTpPYAHHK, Y4YacTBYIOUIMII B paMKax CBOMX (YHKIHMOHAJIbHBIX
00s13aHHOCTEH B TMpoIleccax aBTOMATU3MpPOBaHHOW 00paGoTkum [1/lH u wmmeromuii moctym B
MOMEILIEHHe, B KOTOPOM mpousBoautca oOpabotka IIJ[H, anmaparHbIM cpencTBaM,
nporpaMMHomMy oOecnieuenuto U AaHHbIM MCII/IH, HeceT mepcoHanbHYI0 OTBETCTBEHHOCTH 3a
CBOU JICUCTBUS U 00A3AH:

- CTpOro coOoAaTh YCTaHOBJIEHHBIE MpaBuiia o0ecnedeHrs 0e30MacHOCTH UHPOpMAIK
pu paboTe ¢ mMporpaMMHBIMU U TexHUYeckuMHu cpenctBamu UCTIIH;

- 3HaThb M CTPOrO BBINOJHSTH MpaBuia pabOThl CO CPeACTBAMM 3aIIUThl MH(POpPMAIUH,
ycTaHOBJEHHBIMU Ha KommbroTepax UCII/IH;

- XpaHUTh B TailHE CBOW MapoJb (IMapoJik) M C YCTAaHOBJICHHOW MEPUOJUYHOCTHIO MEHSTh
CBOM TapoJib (Iaposn);

- XpaHUTb B  YCTAHOBJIEHHOM IOpPAJKE CBO€ HHAWBHUIYalIbHOE  YCTPOMCTBO
UACHTUPUKAIMY (KIII0Y) U IpYTUe PEKBU3UTHI B ceilde, Uu sIIMKe, 3aKpbIBAIOIIEMCS Ha KITIOY;

- BBIOJIHATH TpeOoBaHusi IloyokeHusi 1Mo opraHu3aly aHTHUBUPYCHOM 3alllUTHl B
IIOJIHOM O00BbEME.

HemenyienHO M3BECTUTH OTBETCTBEHHOTO 3a oOecrieueHue 0e30MacHOCTH MEePCOHAIbHBIX
NaHHbIX Npu ux o6paborke B WCIIJJlH u (uiam) agMuHHCTpaTopa HHPOPMALMOHHOM



0€30MacHOCTH B Cilydae YTepU HMHIMBUIYAJIBHOTO YCTPOWCTBA HMJEHTHU(UKaUUU (KIOYa) WU
IIPU MOJI03PEHUU KOMIIPOMETALIMH JIUYHBIX KII0UeH U rmaposeil, a Takxke npu oOHapyKEHUHU:

- HApYIIEHUH LENOCTHOCTH TUIOMO (HaKJIeeK, HapyLIeHUH UM HECOOTBETCTBUM HOMEPOB
neyarei) Ha cocTaBisomUX y3aax v Omokax CBT wmiau uHBIX (aKTOB COBEpLIEHUS B €ro
OTCYTCTBHE IOIBITOK HECAHKIIMOHUPOBAaHHOTO jaoctyna (najiee - HC/I) k qaHHbIM 3amuiiaeMbiM
CBT;

- HECAHKIIMOHUPOBAHHBIX (IIPOU3BEACHHBIX C HAapPYLIEHUEM YCTAaHOBJIEHHOTO IOPSIIKA)
M3MEHEHUN B KOH(UTYpallUy MPOrpaMMHBIX WM anmnapatHbix cpencts UCT/IH;

- OTKJIOHEHU B HOPMaJIbHOI pabOTe CUCTEMHBIX U MPHUKIAIHBIX IPOTPAMMHBIX CPEJICTB,
3aTpyassitorux  okcrutyatanmto CBT, Beixoma w3 CTpOS WM HEYCTOMYMBOTO
¢byukuronuposanus y3nos CBT wiu nepudepuitHbix yCTpoHCTB (CkaHepa, IpUHTEpa U T.IL.), a
TaKkke nepedoeB B CUCTEME IEKTPOCHAOKEHUS;

- HEKOPPEKTHOTO (DYHKIIMOHUPOBAHUSI YCTAHOBJIEHHBIX Ha KOMIIBIOTEPHI TEXHUYECKHX
CPEICTB 3alIUThI;

- HETIPeAyCMOTPEHHBIX OTBOJOB Kalesel U MOJKIIOYEHHbIX YCTPOICTB.

2.8. Ilonp30BaTeNnto KaTErOpuIECKU 3anpeusaemcs.

- UCTIOJIb30BaTh ~ KOMIIOHEHThl ~ MPOTrPAMMHOIO U alllapaTHOr0  oOecnedeHus
MIEPCOHAIBHOIO KOMIIBIOTEPA B HECTYKEOHBIX LENSX;

- BHOCHTb Kakue-1100 M3MEHEHHUs B KOHpurypamnuto annapatasix cpencts UCIIH win
YCTaHABIMBATh JOIMOJIHUTENbHO JIIOObIE MpPOrpaMMHBIE U amlapaTHble CpEeACTBa, HeE
[IPEeyCMOTPEHHbIE APXUBOM JIUCTPUOYTUBOB YCTAHOBJIEHHOI'O IIPOIPAMMHOTO O0ECTIeUeHUs;

- ocyuiecTBiATh 00paboTky IIJ[H B mpuCyTCTBUM NOCTOPOHHHMX (HE IOMYIIEHHBIX K
JTaHHOW MH(OpPMAaLIUN) JIULL;

- 3aIIMCBIBATh M XPaHUTh KOH(QUICHIHAIbHYIO MH(MOpMaIMIO (COJepKallyl0 CBEIECHUS
OTPaHUYEHHOT0 pPAaCHpPOCTPAHEHMs]) HA HEYYTEHHBIX MAaIIMHHBIX HOCHUTENSX HHGOpMaLUu
(rMOKMX MAarHUTHBIX TUCKaX U T.I1.);

- OCTaBJISITh BKJIIOUEHHBIM 0€3 MPUCMOTPAa KOMIBIOTEP, HE AKTUBU3HPOBAB CPEICTBA
3amuTel oT HCJI (BpeMeHHYyI0 6JI0KHPOBKY SKpaHa U KJIaBHaTyphl);

- OCTaBJIATH 0€3 JMYHOIO MPUCMOTPa CBOE MEPCOHAIBHOE YCTPOMCTBO MIACHTHU(PHUKAIUH,
MallMHHbIE HOCUTENM M PacHedyaTKH, COJEpiKallhe 3allluIaeMyr0 HHpopMaluioo (CBEACHUS
OTPaHUYEHHOTO PAaCIPOCTPAHEHNU);

- YMBILIUIEHHO  HCIOJb30BaTh HEIOKYMEHTHPOBAHHbIE CBOMCTBA M OIIMOKH B
MIPOrpaMMHOM OO€CIIEYeHUH WJIM B HACTPOMKAX CPEJICTB 3alllUThl, KOTOPbIE MOTYT NPUBECTU K
BO3HUKHOBEHUIO KPU3UCHON CUTYaIUH;

- pazmemath cpenactsa UCIIH Tak, 9TOOBI CylIecTBOBajda BO3MOXKHOCTh BHU3YaIbHOTO
CUMUTHIBaHUS UH(OPMALIUH.

2.9. JInna, OTBeTCTBEHHbIC 32 3alUUTY MEPCOHAJBHBLIX JAaHHbIX B MBOY
Kuukeranckoii COILI.

OtBercTBeHHbIl 3a 00pabGorky II/IH - mTarHbIl COTPYAHHMK ONPEENAIOMUN
YPOBEHBb JIOCTYNa M OTBETCTBEHHOCTH JIMI[ yJacTByomux B oOpabotke I[IJln. Haznawaercs
MIPUKA30M IO YUPEKICHUIO.

OTBeTcTBeHHBbIl 3a o0ecneyeHne 0€30MACHOCTH TMEPCOHAIbHBIX [JaHHBIX —
IITATHBIM COTPYAHUK OTBEYAIOLINN 3a IIPOBEIACHUE MEPONPHATHI, CBA3aHHBIX ¢ 3amuTon 1110
(opraHu3alMOHHBIX U TEXHUUECKUX). HazHauaeTcst mpuka3oM Mo yupeskJIeHUIO.

AaMuHuCTPpaTOp HMHGPOPMALMOHHONW 0€30MaCHOCTH — IUTAaTHBIM COTPYIHUK,
OTBETCTBEHHBIN 3a 3alIUTy aBTOMAaTH3UpoBaHHOW cucTteMbl (AC) OT HECAaHKIIMOHHUPOBAHHOTO
noctyna (HC/I) x uagopmarmu. HaznagaeTcst mpuka3oMm 1Mo yupeskICHHIO.

2.10. AnvunucTtpatop uHPOpPMANMOHHON Oe3omacHOCTH (MPU €ro  OTCYTCTBUH
OTBETCTBEHHBII 3a obOecrieueHne 0e30MacHOCTH MEPCOHAIbHBIX JaHHBIX MpU UX 00paboTKe B
NCTI/n) o6s3an:



- 3HaTh COCTaB OCHOBHBIX U BCIIOMOTaTEIbHBIX TEXHUYECKUX CUCTEM U CPEICTB (Iaiee -
OTCC u BTCC) ycranoBneHHblx U cMoHTHpoBaHHbIX B MCIIJIH, mepedyeHb HCMOIb3yeMOIo
nporpaMmHoro obecneuenus (aanee - [10) B UCIH;

- KOHTpPOJUpPOBATh LEJIOCTHOCTh Ie4yared (TuioMO, 3allMTHBIX HAKJIEeK) Ha
nepudepuitnom o6opynoBanuy, amuiieHubix CBT u gpyrux ycrpoiicTpax;

- IPOU3BOJAUTH HEOOXOJMMbIE HACTPOMKM TOJCHUCTEMbl YIPABJIECHUS JOCTYIIOM
ycranoBieHHbIX B UCIT[Jn C3U ot HCJl u conpoBokaaTh UX B MPOLECCE dKCILTyaTalluu, MPpU
3TOM:

® pealM30BBIBATH MMOJHOMOYHSA JOCTYyNa (YTEHUE, 3aMUCh) Ul KaKJOro MOJIb30BaTEIs
K 2JIEMEHTaM 3allUIIAaeMbIX MH(OPMALMOHHBIX pecypcoB ((aiimam, karajgoram, MPUHTEPY U
T.1.);

e BBOJUTH onucanus nosip3oBareneit UCII/Iun B uadopmanmonnyto 6azy C3U or HCJ;

® CBOGBPEMEHHO YIalsATh ONHUCAHUS TMOJb30Bareneit u3 0aspl maHHbix C3U mpum
M3MEHEHHUHU CIUCKa JOMYLIEHHBIX K padoTe JIuLl;

e KOHTPOJMPOBATh JIOCTYN JIMII B T[OMEIIEHWE B COOTBETCTBHM CO CIIHCKOM
COTPYIHHUKOB, AonyuieHHbIX K pabote B UCII/IH;

® [POBOJUTH UHCTPYKTAK COTPYIHUKOB - MOJIb30BaTENIEH KOMIIBIOTEPOB MO IMpaBHiaM
paboThl C UCHOJIB3YEMBbIMU TEXHUUECKUMHU CPEJICTBAMU U CUCTEMAMU 3allUThl HH(OpPMaLUK;

® KOHTPOJHMPOBATh CBOEBpPEMEHHOE (HE pPEKe YeM OJMH pa3 B TeueHue 60 mHEi)
MPOBEACHUE CMEHBI MapoJIeHl IJIs JOCTYyMa MoJIb30BaTeNeil K koMmbioTepam u pecypcam UCIIdH;

e o0ecrneynBaTh MOCTOSHHBIM KOHTPOJIb BHIIOJHEHHS] COTPYAHUKAMH YCTaHOBJIECHHOI'O
KOMIUIEKCa MEPOTIPUATHI 10 obecrieueHuto 0e3omacHoctu nnpopmanuu B UCIIH;

® OCYLIECTBJIATh KOHTPOJb HOpSAKA CO3JaHMs, y4yeTa, XpPaHEHHUsS M HCIOJIb30BaHUS
PE3EPBHBIX U apXUBHBIX KOMHMI MAaCCUBOB JaHHBIX;

e HacTpauBaTh M COINPOBOXIATh IOJACUCTEMbl PErUCTpallMd U Yyd4eTa JeHCTBUM
nosb3oBareneit mpu padote B UCII/IH;

e BBOAUTH B 0a3y naHHbix C3M OT HECaHKIMOHHUPOBAHHOTO JOCTYIA ONHMCAHUSA
COOBITHI, OJUIEKALTUX PETUCTPALIMY B CUCTEMHOM XKYpHAJIE;

® [POBOJAWUTH  AaHANU3  CHCTEMHOTO  JKypHajJa  JUIsl  BBIABIEHUS  IONIBITOK
HECaHKLMOHUPOBAHHOTO JIOCTYIIA K 3aIIMIaEMbIM PECYpCaM HE PEKE OJTHOTO pa3a B MECHILL,

® OpraHM3OBbIBaTh IedaTh (aijioB MOJb30BaTENEel Ha MPUHTEPE U OCYILECTBISATh
KOHTPOJIb COOJIIOJIEHUS] YCTAaHOBJICHHBIX [TPaBUJI U TAPaMETPOB PETUCTPALIMU U ydeTa OyMasKHbIX
HOcHTeNel HHPOopMaIy;

® COIIPOBOXAATH MOJICUCTEMBI oOecnieueHus neaoctHocTr nudopmarmu B UCTI/IH;

e nepuoanyecku TectupoBaTh (pyHkiuuu C3U ot HCJl, ocoOeHHO mnpu H3MEHEHUU
IIPOrPaMMHOM Cpebl U OJIHOMOYHM UCTIOJHUTENEH;

e BOCCTaHaBIMBaTh MPOrPaMMHYIO Cpely, MporpaMMHbIE cpeAcTBa M HacTtpoiiku C3U
1pu cOOSIX COBMECTHO C JIMLIaMU, OTBETCTBEHHBIMHU 32 TEXHUUYECKOE O0ecrieueHue.

e BecTH JABe komuu mnporpammubix cpenctB C3U or HCJl um KoHTpoiaupoBath HX
paboTOCIOCOOHOCTD;

® KOHTPOJIMPOBATH OTCYTCTBUE HAa MATHUTHBIX HOCUTEIISAX OCTaTOUHOM HH(OPMALIIH 110
OKOHYAHUU pabOThI M0JIb30BATENIEH;

® [epUOJNYECKU OOHOBIISTH AHTUBUPYCHBIE cpeicTBa (0a3bl JaHHBIX), KOHTPOJIUPOBATH
coOJII0ICHHE T10JIb30BATESIMU MOPSAO0K U MTpaBUiia IPOBEACHUS aHTUBUPYCHOTO TECTUPOBAHUS:

® [POBOJAUTH PabOTY MO BBISBICHUIO BOZMOXKHBIX KaHAJIOB BMEUIATENbCTBA B MPOLIECC
¢yukuuonupoBanuss WCIIJIlH wu  ocymiecTBiieHHs HECAaHKIIMOHMPOBAHHOTO JOCTyMa K
nH(pOPMAaLIUY U TEXHUYECKUM CPEICTBaM BBIYMCIUTEIBHON TEXHUKH;

® COIPOBOXAATH IOJCHUCTEMY 3alIUThl MH(OpPMAIMU OT YTEUKH 3a CUeT MOOOYHBIX
AJIEKTPOMArHUTHBIX HU3JIYyY€HHH M HaBOJOK, KOHTPOJUPOBATh coOIIofeHHE TpeOOBaHUN IO
Pa3MEIIeHHUIO U UCT0JIb30BaHuI0 TexHudeckux cpencts MCIIx;



® KOHTPOJIUPOBATh  COOTBETCTBUE  JOKYMEHTAJIbHO  YTBEP)KJIEHHOTO  COCTaBa
anmapaTtHoil u nporpammuoi yactu VCIIIu peansubim kondurypanmsm MCIIIH, Bectn yuer
M3MEHEHM anmnapaTHO-MPOrpaMMHON KOH(PUTypaluu;

e oOecreunBaTh CTPOTrO€ BBIMOJHEHUE TPEOOBAHMU MO 00ECTICUCHHIO OE€30TACHOCTH
uHdopmMaluy TpU opraHuzauuu TexHuueckoro oocmyxuBanus MCII[AH u ormpaBke ero B
PEMOHT (KOHTPOJIMPOBATh 3aTHpaHHE KOH(MUICHIMAIBLHOM HHGOpPMAlUM HAa MarHUTHBIX
HOCHTEJISIX C COCTABJIEHUEM COOTBETCTBYIOLIETO aKTa);

® [PUCYTCTBOBATh (y4acTBOBaTh) B pabOTax 1O BHECEHUIO M3MEHEHUHN B ammapaTHO-
nporpamMMuyto koH¢urypauuo UCI/IH;

e BeCcTM OKypHain ywyera  HewraTtHblx  cuTyauuid  WCIIJIH,  BblnosHeHuUs
npouiakTuyeckux padoT, YCTAHOBKM M MOAM(PHUKAIMU MPOrpaMMHBIX CpEACTB Ha
koMmmbrotepax UCII/IH;

® [OJUIEP)KUBATh YCTAHOBJIEHHBIM MOPSIOK IPOBENEHUS AHTUBHUPYCHOIO KOHTPOJIS
corjacHo TpeboBaHusiM Hactosiero [lonoxenus;

e B Clly4ae OTKa3a CpPEeJCTB M CUCTEM 3allUThl MH(POpPMAIMK NPUHUMATh MEPHI MO HX
BOCCTaHOBJICHUIO;

e JIOKJa/bIBaTh OTBETCTBEHHOMY 3a OOpaOOTKYy NEpCOHANbHBIX JaHHBIX O
HENPABOMEPHBIX JEHCTBUSAX I10JIb30BATEIEH, NPUBOIAIIMX K HapyUIEHUIO TpPeOOBAHMN IO
3amuTe HHPOpMaIIY;

e BecTtu JokymeHTanuio Ha VCIIJIH B cooTBeTCTBUHM € TpeOOBaHUSMH HOPMATHBHBIX
JOKYMEHTOB.

2.11. AamuHHCcTpaTop  MHGPOpPMAMOHHON  0€30aCHOCTM UM OTBETCTBEHHBIM  3a
oOecrieueHre O€30IIaCHOCTH NEPCOHANBHBIX NaHHBIX Mpu ux oOpabotke B MCII/IH umetror
paBo:

- TpeOoBaTh OT COTPYAHHKOB - mojb3oBareneid MCIIJIH coOmroneHusi ycTaHOBIEHHOM
TEXHOJIOTUHM O00pabOTKM WH(OpPMAlMM W BBINOJHEHUS WHCTPYKIUHA 1O 00ECTICUCHUIO
6e3omacHocTH U 3amute uHGopmanu B UCIIH;

- IHULIMUPOBATh MPOBEICHHUE CIIY)KEOHBIX paccieloBaHuN Mo (akraM HapylIeHUs
YCTaHOBJIEHHBIX TpeOOBaHUIN OOecreueHus 3alluThl, HECAHKLIHOHUPOBAHHOIO JOCTYIIA, YTPAaThI,
Mo U (UK, TIOPYH 3alTUIIIaeMOo HHPOopMauK U TexHuYecKux KomrnoHeHToB UCII/IH;

- TpeboBaTh  MpekpaiieHus oO0paboTku uHopMauMu B  cIydae HapyLIEeHUs
YCTaHOBJIEHHOTO TOpsAKa padOT WM HapylleHHs (YHKIHMOHUPOBAHUS CPEICTB U CUCTEM
3alUThl HHQOPMALIUK;

- Y4acTBOBATh B aHAJINM3€ CUTYyalUH, Kacarouuxcs (PyHKIMOHUPOBAHUS CPEACTB 3alLlUTHI
nH(popMaluy U paccieoBaHus (akTOB HECAHKIIMOHUPOBAHHOTO JOCTYIA.

3. Ilopsaaok 00padOTKM NEPCOHAJBLHBIX JAAHHBIX 0€3 MCIOJb30BAHHMS CPeICTB
aBTOMATH3AIUH.

3.1. O6paboTka TMEPCOHANBHBIX MAaHHBIX 0€3 HMCIOJIb30BAHUS CPEJCTB aBTOMATHU3AIlUU
MOJKET OCYIIECTBIISATHCS B BUJIE IOKYMEHTOB Ha OyMaXKHbIX HOCUTEJISX.

3.2. Ilpu HeaBTOMATHU3UPOBAaHHONW OOpPabOTKE pa3IMUYHBIX KATErOpHil MEepCOHAIbHBIX
JAHHBIX JOJKEH MCIO0JIb30BAThCS OTIENbHBIN MaTepUaIbHbIN HOCUTENb JUISl Ka)KJI0M KaTeropuu
MEPCOHAIBbHBIX JTaHHBIX.

3.3. [Ipu HeaBTOMATHU3UPOBAHHOW OOpPaOOTKE NEPCOHATBHBIX TAaHHBIX Ha OYMa)KHBIX
HOCHUTEIIAX:

- He Jomyckaercsi (uKcauus Ha OJHOM OyMaKHOM HOCHTEJIE MEePCOHAIbHBIX TAHHBIX,
e 00pabOTKU KOTOPBIX 3aBEJOMO HE COBMECTUMBI;

- MepCOHaJIbHBIE JaHHbIE JOJLKHBI 000COONIATHCA OT MHOM MH(pOpMalUH, B YaCTHOCTU
nyreM (UKCaluu UX Ha OTAEIbHBIX OYMa)XHBIX HOCHUTEIIAX, B CIELUAIbHBIX pa3/ienax WiId Ha
noJisix ¢popm (O1aHKOB);

- JIOKYMEHTBI, COJEp)Kalllue IepCOHAlbHbIE JaHHble, (OPMHUPYIOTCS B Jela B
3aBUCHUMOCTH OT LeJI1 00pabOTKU NEPCOHANbHBIX JaHHbIX;



- Jena ¢ JOKYMEHTaMH, COJAEpKalllUMU IepCOHaJIbHbIE JaHHbIE, JOJDKHBI HMETh
BHYTPEHHHE ONHUCH JOKYMEHTOB C YKa3aHHEM LieJd 0O0pabOTKM M KAaTeropuu IMEpPCOHATbHBIX
JAHHBIX.

3.4.1lpu wuCHONB30BAaHUM THUHOBBIX (OPM JOKYMEHTOB, XapakTep HHPOpMaluu B
KOTOPBIX TNpEANojaraeT Wid JIOMYCKaeT BKIIIOUYEHHWE B HUX MEPCOHAIBHBIX JAaHHBIX (Janee -
TUIIOBBIE (POPMBI), TOJHKHBI COOIIOIATHCS CIEIYIOIINE YCIOBUSL:

3.4.1. TumoBass ¢opmMa UM CBA3aHHbIE C HEW JOKYMEHTbl (MHCTPYKLUHA IO ee
3alOJHEHHIO, KApTOUKH, PEECTpPbl M JKypHalbl) JOJDKHBI COJEPXKATh CBEICHHUS O IEeJIU
HEaBTOMAaTU3UPOBAHHON O0OpaOOTKM IMEpPCOHANIbHBIX JAHHBIX, MUMs (HAaUMEHOBAaHUE) U aJpec
omnepartopa, (paMuUIUIO, UMS, OTYECTBO MU aJpec CyObeKTa MEPCOHAIBHBIX NAaHHBIX, MCTOUYHUK
MOJIyYEHUS] TEPCOHAIBHBIX JAaHHBIX, CPOKM OOpabOTKM NEPCOHAIbHBIX JaHHBIX, IE€PEUYEHb
NEUCTBUIM € NEepCOHANbHBIMU JIaHHBIMHM, KOTOpble OYIyT cOBepLIaThCs B Ipoliecce HX
00paboTku, 0011iee OMUCaHNE UCIIOJIB3YEMBIX ONEPAaTOPOM CIIOCOO0B 00pabOTKHU MEPCOHAIBHBIX
JTAHHBIX;

3.4.2. TumoBas ¢Qopma JOJDKHA IpeaycMaTpuBaTh II0Jie, B KOTOPOM CYOBEKT
NEPCOHAIBHBIX  JIAHHBIX  MOXET  IOCTaBUTb OTMETKY O CBOEM  COrJJaCMM  Ha
HEaBTOMAaTH3UPOBAaHHYIO 00pabOTKY NEPCOHANIbHBIX IaHHBIX, - TP HEOOXOAUMOCTHU MOITY4YEHUs
MMCBMEHHOTO COrjlacusi Ha 00pabOTKy NepCOHANBHBIX JAaHHBIX;

3.4.3. tunoBasi opma OJDKHA OBITH COCTABJICHA TAaKUM 00pa3oM, YTOOBI KaKIbIH W3
CyOBbEKTOB IEpPCOHAJbHBIX JaHHBIX, COJAEpXKALIUXCS B JOKYMEHTE, HMeEJI BO3MOXHOCTb
O03HAKOMHUTBCSI CO CBOMMHU IIE€PCOHAJIBHBIMU JaHHBIMHU, COJIEP)KALIUMUCS B JIOKYMEHTE, HeE
Hapylasi IpaB U 3aKOHHBIX UHTEPECOB UHBIX CYObEKTOB NEPCOHAIBHBIX JAHHbIX;

3.4.4. TunoBasi popMa TOJDKHA UCKITIOYATh OOBEAMHEHUE TIOJICH, MpeHA3HAUYECHHBIX IS
BHECEHUS NIEPCOHANBHBIX JJAHHBIX, L€ 00paO0TKH KOTOPHIX 3aBEIOMO HE COBMECTUMBI.

3.5. YHuuTOXKE€HUE HIM 00€3JIMYMBAaHUE 4YacTH MEpPCOHANbHBIX JaHHBIX, €CIH 3TO
JOTYCKAeTCsl MaTepUalbHbIM HOCHUTEJIEM, MOXKET IMPOU3BOJAUTHCA CIOCOOOM, HCKIHOYAIOIIUM
JalbHENITyl0 00pabOTKYy 3TUX MEpPCOHAIBHBIX JaHHBIX C COXPAHEHHEM BO3MOKHOCTH
00pabOTKM UHBIX JIaHHBIX, 3a(MKCUPOBAHHBIX Ha MaTepUaIbHOM HOCHUTEJIE.

4. Ilopsaaok pe3epBUPOBAHUS U BOCCTAHOBJIEHUS] PAa00OTOCIIOCOOHOCTH TEXHHYECKHX
CpPeICTB M NPOrpaMMHOro olecmeveHusi, 0a3 JaHHBIX, 3amMIIaeMoll wWHpopManuu u
CpeCTB 3a1UThI HHGOpMaLMH.

4.1. Hactosmuii nopsao0K onpeieisieT OpraHu3aluio pe3epBUPOBAHUS U BOCCTAHOBIICHHUS
paboTOCIIOCOOHOCTH TEXHUYECKUX CPEJICTB U IMPOrpaMMHOro obecriedeHusi, 6a3 JaHHBIX U
CPEICTB 3alUThl HH(OPMaLIUK.

4.2. Pe3epBHOMY KOMMPOBAHHUIO MOJUIeKaT 0a3pl AaHHBIX [1/lH, a Tak ke IpHUKIagHOE
IIporpaMMHOE oOecrieueHue, MpeIHa3HaueHHoe A1 paboThl ¢ 3TUMHU 0a3aMH JaHHBIX B Cllydae,
€CJI OHO TIOIBEpraeTcss MoauuKaIuu co cToponsl pazpadorunkoB UCIIIH.

4.3. PesepBHOE KOTMPOBAHHE OJDKHO OCYIIECTBIATHCS B CIEHHUAIBHO OTBEICHHBIN
CeTeBOM Katajor Ha (aiJloBOM cepBepe, a TaK K€ IMyTEM 3aIllMCU Ha OTUYK/1a€Mblil HOCUTEb.

4.4. IlpaBa mocTymna K CETEBBIM KaTajoraM JOJDKHBI HCKIIOYaTh BO3MOXKHOCTH JIOCTYMa
nosib3oBareneil k pesepBHbIM komusiM Apyrux WCIIJIH, XpaHsdmuxcs Ha cepBepe, Hpu
OTCYTCTBUH JI0TTycKa K pabore B atux UCII/H.

4.5. ba3bl JaHHBIX U IPOrPAaMMHOE 00ecTieyeHUE T0KHBI KOIUPOBATHCSI B Pa3HbIE MMANIKU
Ha (ail;ToBOM cepBepe.

4.6. Ha daiinmoBoM cepBepe, MOMHMO AaKTyaJIbHOTO COCTOSIHUA ©0a3 JaHHBIX |
[IPOrpaMMHOTO OOecreueHusl, JOKHbI XPAHUTHCS MUHUMYM JIBa UX UCTOPUUYECKUX COCTOSHHUSL.

4.7. Paz B mecsu agmunuctparop UCII[H co3maer pesepBHYy0 KONUIO 0a3 AAHHBIX U
nporpaMmmHoro obecneuenus MCII[lH Ha oT4yXIaemblii HOCUTENb, XpaHALIUHCT Yy
aJIMMHHCTpAaTOpa UHPOPMAIIMOHHOM 6€30MaCHOCTH B 3aKpBIBAIOIIEMCS Ha KIIIOY XpaHUJIUIIIE.

4.8. K ucnonbp3oBanuto, g co3fganusi pesdepBHbIXx komuu B MCII/IH, nomyckarorcs
TOJIBKO 3aperuCTPUPOBAHHBIC B KypHAJIe y4yeTa HOCUTEIH.

4.9. Pe3epBHOE KOMTMpOBaHUE HA (GalIOBBIA CEPBEP TOJDKHO OCYIIECTBISATHCS



HEMOCPEJCTBEHHO IIOCiie JH00ro M3MEHEHMsI COCTOSIHMS 0a3 JaHHBIX WM HpOrpaMMHOIO
obecrieueHnn 3TUX 6a3, HO HE PEXKe, YUeM pa3 B HEJIEIIO.

4.10. Ecnum mporpaMMHBIM MPOJIYKT, Ha OocHOBEe KoToporo Qynkuuonupyer MCIIH,
uMeeT (YHKIUIO pe3epBHOro komupoBaHus, To aaMmuuuctparop MCII[H co3naer pe3epBHYIO
KOIIHIO IIPY IMOMOIIY JAHHON (PYHKIIHH.

4.11. Cneuuaiuct, OTBETCTBEHHBIN 32 TEXHUYECKOE 00ECIeUeHHE YUPEKJICHUS CO3/1aeT
PE3EPBHYIO KOIIMIO CETEBOTO KaTajora, B KOTOpoM XpaHstcs pedepBHble konuu Bcex UCII/IH He
pexe YeM pa3 B MECHL.

4.12. Crneuuanuct, OTBETCTBEHHbIM 3a TEXHUYECKOE OOECIeueHUe YUpeKICHHs, IpU
MIOMOIIY CIEHUAIU3UPOBAHHOTO IPOIPaMMHOT0 00ecleueHus, CpeACTB co3aeT 00pa3bl AUCKOB
Bcex pabouux mect UCII/IH He pexe, yem pa3 B KBapTall.

4.13. BoccraHOBJ€HHE MPOrPAMMHOIO O0OECHEYEeHUs MPOU3BOAUTCA IIYyTEM €ro
MHCTAJUISIUU C UCIOJB30BAaHUEM ATAJIOHHBIX IUCTPUOYTHBOB JMOO MOJHOTO BOCCTAHOBIICHUS
CUCTEMBI C 00pa3a Jucka.

4.14. PemoHT HOcuTeneW 3amuuiaeMoid umHpopmauuu He Homyckaercs. HeucnpaBHbie
HOCHTEIH C 3aluinaeMoi nHdopmanuen noanexar yHU4TOKEHUIO B COOTBETCTBUU C MOPSAIKOM
YHUUTOKEHHsI HOcuTeNel 3amuniaeMoi nadopmanuu. PaboTta ¢ ncroib30BaHNEM HEUCITPABHBIX
TEXHUYECKUX CPEJCTB 3aIlpelaeTcsl.

4.15. Ilpu padore na xommnbroTepax UCII[H pekoMeHmayeTcsl NCIOIb30BaTh UCTOYHHUKHU
OecriepeOOMHOr0 MUTAHMS C LEJIbI0 MPEJOTBPALICHUS MOBPEXKACHUS TEXHUUECKUX CPEICTB U
(wnm) 3ammiaeMor nHGOpMaIMU B pe3ysibTaTe COOEB B CETH JIEKTPOITUTAHUS.

4.16. [Ipu BoccTaHOBIEHUH PaOOTOCIOCOOHOCTH CPEJCTB 3aILUThl HH(POPMALIUHU CIETYET
BBIIIOJIHUTh MX HACTPOMKY B COOTBETCTBHUU C TpPeOOBaHUAMHU O€30MACHOCTH HH(POpMAIUH,
U3JI0’KEHHBIMH B TEXHHUUYECKOM 3aJJaHUH Ha CO3JaHUE CUCTEMBI 3alIUThl IEPCOHAIBHBIX JaHHBIX.

4.17. BoccTaHOBIEHUE CPEACTB 3alIUTHl HHGOPMAIIMH MPOU3BOIUTCS C UCIIOIH30BAHUEM
STAJIOHHBIX CEPTUGUIMPOBAHHBIX JUCTPUOYTHUBOB, KOTOpble XpaHsATcs B xpaHwiuie. [locie
YCIEIHON HACTPOMKU CpPEeACTB 3auluThl HMHGOpMauu HEOOXOAMMO BBINOJHUTH PE3EPBHOE
KOIMPOBAHUE HACTPOEK JAHHBIX CPEJICTB HA 3aPETUCTPUPOBAHHBIN HOCUTEINb.

4.18. OTBETCTBEHHOCTh 3a TMPOBEJECHUE PE3EPBHOIO KOMUPOBAHUS UCTIn B
COOTBETCTBUU C TpeOoBaHUsIMU HacTosulero IlonoxeHus Bo3jaraercd Ha aJIMUHUCTpaTopa
NCTI/n.

4.19. OTBETCTBEHHOCTh 32 IPOBEJCHHE PE3EPBHOIO KOIMHMPOBAHUS CETEBOIO Karajora
xpanenusi pesepBHbIXx komui WCIIJIH Bo3naraercs Ha CHENUATUCTOB, OTBETCTBEHHBIX 3a
TEXHUYECKOE 00eCIIeUeHNE YUPEKICHHUSL.

4.20. MeporpusTiii 0 BOCCTAHOBJIEHUIO PabOTOCIIOCOOHOCTH TEXHUYECKUX CPEICTB U
porpaMMHOTO oOecnedeHus 0a3 JaHHBIX OPraHU3YIOTCS W MPOBOJATCS CIELHMAIUCTOB,
OTBETCTBEHHBIX 3a TEXHUYECKOE OOecleueHUe YUpeKICHHs, IPHUBJICUECHUEM OTBETCTBEHHOI'O
nosib3oBarens Toi UCI/IH, pyHKIMOHMpOBaHNE KOTOPOH OBLIIO HAPYILIEHO.

5. Hopsanok koutpoas 3amuTtbl uHHPpopmMamumu B HCI/H w npuoctaHoBKHU
npegocrasienus [I/IH B ciiyuyae oOHapy:KeHHs] HAPYUIEHUI MOPSAJIKA UX NPeJOCTABJICHHUS.
Ilopsinoxk pa3dupaTeJbCTBa M COCTABJICHHUS 3aKJIIOYeHMH N0 (akram HecoO I0deHUs
yCJI0BMii XpaHeHUs] HOCUTeJIel MepPCOHANbHBIX JaHHBIX, HCIOJIb30BAHNUS CPEICTB 3alIUTHI
HH(OpPMAIIUH ¥ IPUHSATHE Mep M0 NPeJOoTBPAILEHUI0 BO3MOKHBIX ONIACHBIX MOCJIeACTBHI.

5.1. Koutpons 3ammtel mHpopmanmu B MCII[H - KOMIUIEKC OpraHU3allMOHHBIX M
TEXHUYECKUX MEPOINpPUATUI, KOTOpbIE OPraHU3YIOTCS M  OCYIIECTBISAIOTCA B LEIAX
NpEeNyNpexXaeHUs W MPEeceyeHUs: BO3MOXKHOCTH  IOJYYEHHUs] TOCTOPOHHHMH JIMI[AMH
OXpaHsSIeMbIX CBEJCHUM, BBIBICHUS U MPEIOTBPALICHUS YTEUKU UH(POPMALIUU IO TEXHUYECKUM
KaHajaM, UCKIIIOYEHUS! WM CYHIECTBEHHOTO 3aTPyJHEHHs] HECAaHKIIMOHHPOBAHHOTO JIOCTyHa K
uH(pOpMaLUY, XUILEHUS TEXHUYECKUX CPEICTB M HOocuTenell mHbopMaluu, NpeIoTBpalleHUs
CHEHAbHbIX  MPOTrPpaMMHO-TEXHUYECKMX  BO3JCHCTBHI,  BBI3BIBAIOLIUX  HapyllEHUE
XapakTepucTuk  Oe3omacHocTM  uHpopmanuu Wik pabOTOCIOCOOHOCTH  CUCTEM
nH(pOpMaTU3ALIHH.



5.2. OCHOBHBIMH 3a/1a4aMH KOHTPOJIS IBJISFOTCS:

- IPOBEpPKa OpraHU3allMU BBIIIOJIHEHUS MEpONpUaATUi o 3ammre uHpopmanuu 8 MBOY
Kuukeranckoit COIl ywera TpeGoBaHuil mno 3amure HHQOpPMALMM B pa3padaTbiBa€MbIX
IUTAHOBBIX U PACTIOPSIAUTENbHBIX JOKYMEHTAX;

- BBISIBJICHUE JIEMacKUPYOIUX Npu3HakoB 00bexToB UCIT/H;

- YTOUHEHHE 30H mepexBara oOpabaTeiBacMoi Ha 00BEKTax MHGOPMAIUH, BO3MOKHBIX
KaHaJOB yTEYKHM HHPOpPMallM¥, HECAHKIIMOHWPOBAHHOTO JOCTyNa K HEW U MPOrpaMMHO-
TEXHUYECKUX BO3JICUCTBUI Ha HHPOPMAIIHIO;

- IPOBEPKa BBINIOJIHEHUS YCTAaHOBJIEHHBIX HOPM U TpeOoBaHMil 1o 3auure uHpopmManuu
OT YT€UKU IO TEXHUYECKHUM KaHajiaM, OLIEHKa JOCTaTOYHOCTU U 3()(PEKTUBHOCTH MEPONPUSITHI
10 3a1uTe nHpoOpMaluu;

- IpoBepKa BhINOJHEHUs TpeboBanuil no 3amurte WCIIJ[H oT HEecaHKIMOHUPOBAHHOTO
JOCTYTIA;

- IPOBEpKa BBINIOJHEHUS] TPeOOBAHUM 10 AaHTUBUPYCHOM 3alllUTe aBTOMAaTU3UPOBAHHBIX
CUCTEM U aBTOMATHU3UPOBAHHBIX Pa0OUNX MECT;

- IpOBEpKa 3HAHUN paOOTHUKOB MO BOMPOCAM 3aLIUThl HHPOPMALMH U UX COOTBETCTBUS
TpeOOBaHUAM YPOBHS MOJATOTOBKU JJIsi KOHKPETHOTO pabOvero Mecra;

- OIIEpaTUBHOE MPUHATUE MEP M0 MPECCUECHUI0 HapyIIeHU TpeOoBaHUI (HOPM) 3allUThI
unpopmanuu B UCII/IH;

- pa3paboTka TPEMTOKEHUI IO YCTPAHECHUIO (ocmabneHunio) J1IeMacKUPYIOIINX
MPU3HAKOB U TEXHUYECKUX KaHAJIOB YTEUKHU UH(DOpMAIIH.

5.3. KonTpouib 3amuThl HHGOPMALMU IPOBOJUTCS C YIETOM pEAIbHBIX YCIOBHI 110 BCEM
(Gu3NyecKUM IMOJISIM, MO KOTOPBIM BO3MOXEH IepexBaT MH(OpPMAalUM, LUPKYIUpYOUIeH B
NUCTIJn MBOY Kuukeranckoir COLL u ocymecTBisiercs no oObeKTOBOMY MPUHLUIY, MpU
KOTOPOM Ha OOBEKTE€ OJHOBPEMEHHO IIPOBEPSIOTCS BCE BOMPOCHI 3aUIUTHI HHGOpPMAIUH.
[lepeueHp KaHaIOB YT€UKH YCTaHABIMBAETCS B COOTBETCTBUU C MOJEIBIO YTPO3.

5.4. B x0/1€ KOHTPOJISI IPOBEPSAIOTCS:

- COOTBETCTBHE NMPHUHATHIX MEP M0 0OecreyeHN0 Oe30MacHOCTH MEPCOHAIBHBIX JAHHBIX
(mamee — Ob II/In) mepam, mpeanucaHHBIM 3aKOHOJIATEIHCTBOM P® U yCTaHOBICHHBIM
HOPMAaTUBHBIMH JIOKYMEHTaMU MPEIPUITHS;

- CBOEBPEMEHHOCTh U IOJIHOTA BBHINOJHEHUs TpeboBaHuil Hactosiero [lonoxenus u
Opyrux pykoBoasmux 1okymeHToB Ob I1/1H;

- MIOJTHOTA BBISIBJICHUS AEMACKUPYIOIIUX [IPU3HAKOB OXPaHsAEMbIX CBEJIEHUN 00 00BbeKTax
3alUThl U BO3MOXKHBIX TEXHUYECKUX KAHAJIOB YTEUKU HH(OpMAlMU, HECAHKIMOHHUPOBAHHOIO
JI0CTyTIa K HEW U MPOrpaMMHO-TEXHUYECKUX BO3AECUCTBUM Ha HHPOPMAIIHIO;

- 3((peKTUBHOCTh MPOBEICHHSI OPraHU3ALMOHHBIX U TEXHUYECKUX MEPOINPHUATHI MO
3amuTe HHPOpMaIIy;

- YCTpaHEHUE paHee BBISIBICHHbBIX HEAOCTATKOB.

5.5. OCHOBHBIMHM BHJIAMU TEXHUYECKOTO KOHTPOJIS SBJIAIOTCS BHU3YalbHO-ONTHYECKUMN
KOHTPOJIb, KOHTPOJIb 3(PQPEKTUBHOCTH 3alIUThl MUHMOPMALMM OT YTEYKH IO TEXHUYECKUM
KaHajaM, KOHTPOJb HECAHKIMOHWPOBAHHOTO JOCTynma K MH(QOpMAUMUd U HPOrpaMMHO-
TEXHUYECKUX BO3JICUCTBUI HA HH(POPMAITHIO.

5.6. TlonmyyeHHble B XOJ€ BEIEHHUS KOHTpPOJIL pe3yabTaThl 00padaThIBAIOTCA U
aAHAIM3UPYIOTCS B LIEIAX ONPEIENICHUs TOCTAaTOYHOCTU U 3(PPEKTUBHOCTH MPEAIUCAHHBIX MEp
3auThl MHGOpMAluU U BbIABIECHUA HapyuieHUH. [Ipu oOHapyXeHHM HapylIeHUH HOpM H
TpeOOBaHUN MO 3auUTe HHPOpPMALUU AAMHUHHUCTPATOp HHGOPMALMOHHON O€30MacHOCTH
NOKJIaJbIBa€T JUPEKTOPY [UIsl MPUHATHUS MMM pELIeHUs O MpeKpauieHun o00paboTKu
uH(pOpMallUd U TPOBEAEHUS COOTBETCTBYIOIIMX OPraHU3ALMOHHBIX U TEXHUYECKHUX MEp IO
YCTpaHEHUIO HapylieHus. Pe3ynbTrarbl KOHTPOJS 3aluThl UHPOpMAK 0QOPMIIIIOTCS aKTaMu
100 B COOTBETCTBYIOLIUX JKypHAIaX yyeTa pe3ylbTaToOB KOHTPOJISL.

5.7. HeBbnoyiHEHHE MpeANMCaHHBIX Meponpuathid 1o 3amure II/IH, cuumTaercs
MPENNOCHIIKON K yTeuke HHpOopMauu (Jajee - MpearochLIka).



[To xaxaoi MpeanochUIKe Uis BBISICHEHHUS OOCTOATEILCTB M IPUYMH  HEBBIIOJHEHUS
YCTaHOBJIEHHBIX TpeOOBaHUI MO YKa3aHWMIO AUPEKTOpa WM OTBETCTBEHHOrO 3a OOecreyeHue
0€30MacHOCTH MEpPCOHANbHBIX JaHHBIX Hpu ux o6padborke B HWCII[lH nposoautcs
pacciieZjoBaHHe.

JUis  mpoBeAeHMsS — pacclie[JOBaHMsl  HAa3HA4YaeTcs KOMHUCCUS C  IPHUBICYCHHEM
aJMUHHCTpaTopa MHPOopMaAIMOHHOM Oe3omacHocTu. Komuccust o0s3aHa yCTaHOBUTb, UMeENA JIK
MECTO yT€4yKa CBEJACHMM, U 0OCTOATEILCTBA €l CONMYTCTBYIOLIUE, YCTAHOBUTD JIMLI, BUHOBHBIX B
HapyIIEHUH TMPEANHUCAHHBIX MEPONPUATHI MO 3amuTe UHPOPMAILUK, YCTAHOBUTH MPUYHUHBI U
YCIIOBHUS, CIIOCOOCTBOBABLINE HAPYIICHUIO, U BbIPAOOTaTh PEKOMEHJAIMH 0 UX YCTPaHEHHMIO.
[Tocne okoHYaHMs pacciieZIOBaHUs AUPEKTOP MPUHUMAET PEIIeHHEe O HaKa3aHWU BUHOBHBIX JIULL
1 HEOOXOJMMBIX MEPOTIPUATHUSX 110 YCTPAHEHUIO HEJOCTAaTKOB.

5.8. Benenue KOHTpOJIA 3alIUTHl MH(OPMALMKM OCYIIECTBISAETCS IYyTEM IPOBEACHUS
MEePUOJUYECKHUX, IUIAHOBBIX M BHE3AIHBIX INPOBEPOK OOBEKTOB 3amuThl. llepumonmyeckue,
IUTAHOBBIE M BHE3AIlHbIE IPOBEPKU OOBEKTOB OpraHU3allii MPOBOJATCS, KaK MPABUJIO, CUIIAMU
aJMUHHUCTpaTOopa MH(GOPMalMOHHON 0O€30MacHOCTU U (MJIM) OTBETCTBEHHOIO 3a olecredeHue
0€30MacHOCTH TNEepPCOHANBHBIX JaHHbIX IHpu uX o00pabotke B MCII/IH,B cooTBeTCTBUH C
YTBEPKJICHHBIM IIJIAHOM WJIM IO COTJIACOBAHUIO C JUPEKTOPOM.

5.9. OnnHoit u3 GopM KOHTPOJIS 3alIUThl HHGOPMALMH SBIIAETCS 00caea0BaHne 0OBEKTOB
UCIIda. OHO mpoBOOUTCS HE pEXKE OTHOTO pa3a B roj pabodeil Tpymnmod B COCTaBe
aJMUHHUCTpaTopa HMHQPOPMAIMOHHON  OE30MacCHOCTH, OTBETCTBEHHOIO 3a o0ecredeHue
0€30MacHOCTH MEpPCOHANbHBIX JaHHBIX Mpu ux obpadorke B MUCII[IH wunpopmanuu,
agmuauctpatrop MCII[In. dns oGcnemoBanust MCII[H MoXeT NpuBIEKAaThCS OpraHU3alus,
umetomas uuenuo @CTIK Poccun Ha AesTenbHOCTD [0 TEXHUUECKOH 3aliuTe HH()OPMALIUH.

5.10. Ob6cnemoBanne WCII[IH mnpoBoaMTCS C TENBIO OMPEACICHUS COOTBETCTBUS
MOMEILEHNH, TEXHUYECKUX U MPOTrpaMMHBIX CPEACTB TPEOOBAHUSIM IO 3alUTe HHPOpMAIUH,
YCTAaHOBJIEHHBIM B «ATTecTaTe COOTBETCTBUS» (€clii NPOBOJMIACH aTTecTanus) U (WJu)
TpeOOBaHUAM 110 0€30IaCHOCTH MEPCOHABHBIX JaHHBIX.

5.11. B xone oOcnenoBaHust IpoOBEPSIETCS:

- COOTBETCTBHE TEKYIIUX YCJIOBUH (yHKIIMOHUPOBaHHS oOcienyemoro oowekra UCIIIn
YCIIOBUSM, CJIOKHUBIIMMCS HA MOMEHT IIPOBEPKU;

- COOJII0/IEHNE OPraHU3allMOHHO-TEXHUYECKUX TpeOOBaHUN IOMEUIEHUH, B KOTOPBIX
pacnionaraercs UCII/x;

- COXpaHHOCTb TeuaTell, MIOMO Ha TEXHUYECKHX CpeACTBaX Iepenadyd U 00paboTKu
uHpopMalUK, a TaKKe Ha YCTPOMCTBAX HX 3alUThl, OTCYTCTBUE MOBPEXKJEHUN SKPaHOB
KOPILYCOB anmnapaTypbl, 000104eK Kabeeil 1 uX COeAUHEHUN ¢ IIMHAMU 3a3€MJICHUS;

- COOTBETCTBHE BbINOJHsAEMBbIX Ha o0bekTe WCIIJIlH wmeponpustuii 1O 3amiuTe
nH(pOpPMaLUK JAHHBIM, U3JI0KEHHBIM B HACTOSIEM MOJI0KEHHH;

- BBIIIOJIHEHUWE  TpeOoBaHMII 1o  3amure  UHQOPMALMOHHBIX  CUCTEM  OT
HECaHKLMOHUPOBAHHOTO JIOCTYIIA;

- BBITIOJTHEHHE TPEOOBAHMI MO0 aHTUBUPYCHOM 3aIUTE.

6. Ilopsimox o0ydeHuss mnepconajsa mnpakTuke padorsi B HCIIJH B uacTtu
olecreyeHnst 6€30I1ACHOCTH MEPCOHAIbHBIX JaAHHBIX.

6.1. Ilepen magasiom pabGoter B MCII[IH mosp30BaTenn MOKHBI O3HAKOMHUTBHCS C
MHCTPYKUHUSMH 10 UCIIOJIb30BAHUIO IIPOTPAMMHBIX M TEXHUUYECKUX CPEJCTB, IO UCIOJIH30BAHUIO
CPEICTB 3alIUThl HH(GOPMALIUU 0] POCIHCH.

6.2.1lonp30BaTenu JOJKHBI IPOJAEMOHCTPUPOBATh aJIMUHUCTPATOPY HMH(OPMAIIMOHHOM
0€30MacHOCTH HaJU4YMe HEOOXOOUMBIX 3HAHUNM M YMEHHUI [Js BBIIOJHEHHUS TpeOOoBaHUMN
Hacrosero Ilomoxenus. AIMHUHUCTpAaTOp HMHPOPMAIMOHHOW O€30MacHOCTH JOJHKEH BECTH
KypHaJI ydeTa I0JIb30BaTesIel, JOMYIIEHHbIX K MH(POPMAUOHHBIM CHUCTEMaM MEPCOHAIbHBIX
JAHHBIX.



6.3. Tlomp3oBaTenu, AEMOHCTPUPYIOIIME HEJOCTATOYHBIC 3HAHWUA W YMEHHS JUIs
obOecrieueHUsi 0€30MaCHOCTU IEPCOHAJIBHBIX JaHHBIX B COOTBETCTBUUM C TpeOOBaHUAMU
HacTosero noyoxenus, k padore B UCII/Ixn He nomyckaroTcs.

6.4. OTBETCTBEHHBIM 32 OPTraHM3AIMI0 O0yYEHHUs U OKa3aHUE METOJIUYECKON MOMOIIH B
MBOY Kuukeranckoit COILl sBnsiercs amMuarCTpaTOp HHPOPMAIIMOHHON 0€30TTaCHOCTH.

6.5. lns mpoBeneHus 3aHATUNA, CEMHUHApPOB M COBEUIAHUM MOTYT IPUBJIEKAThCS
CHEIHAIMCThl 10 MPOrPaMMHOMY M TEXHUYECKOMY OOECHEUEHHUIO, a TaKXKe CIEeIHaTIuCTh
opranoB 1o arrectanuu 00bexToB UCIIH, opranuzanuii-muien3naroB ®CTIK Poccun u ®Ch
Poccun.

6.6. K pabore B UCII/IH nomyckaroTcsl TOJIbKO COTPYAHUKH, MPOILIEAIINE MEPBUYHBIN
MHCTpYKTax 1o obecnieuenuto 0ezonacHoctu B MCII/IH u nokasapiine TBep/ble TEOPETUUECKHE
3HAHUS U IPAKTHUUECKHUE HABBIKU, O UM JENaeTcsl COOTBETCTBYIOIIas 3anuch B JKypHase yuéra
nomycka k padore B UCIT/IH.

6.7. Anmunuctpatop HHGOPMAIMOHHONW OE€30MaCHOCTH JOJIKEH HMETh Npo(UIbHOE
oOpazoBanue (MO0 AUIIOMBI O MOBBIIEHUU KBAIM(UKALMK) B 00JACTH 3alUThl HHPOPMAIUH.
PekomeHayeTcss IpOXOXKIEHHE  aJIMUHUCTPATOPOM  CHEIHUATM3HPOBAHHBIX  KypCOB IO
aJIMMHHUCTPUPOBAHUIO CPEJICTB 3alUThl HH(OpMaLuu, ucnosib3dyeMmbix B UCIT/IH.

7. Illopsinok NpPoBePKH IJIEKTPOHHOI0 kypHasa oopamenuii k UCIIJn.

7.1. Hacrosmmit pazznen IlonmoxkeHus omnpenenser MNOPANOK IPOBEPKH 3AIEKTPOHHBIX
XKypHasioB oOpaienuii k pecypcam UCII/IH.

7.2. IlpoBepka 3JEKTPOHHOTO JKypHajla oOpamieHud TPOBOJTUTCS C IIEJIbIO BBISBICHHS
HECaHKITMOHUPOBAHHOTO JIOCTYIA K 3amntuiiaemoit uapopmannu B UCII/IH.

7.3. IIpaBo mpoBEpKH IEKTPOHHOTO KypHAJIa 00paIIeHU UMEIOT:

- AIMUHUCTPATOP HHGOPMAIIMOHHON O€301TaCHOCTH;

- OTBETCTBEHHBIH 3a oOecreueHue OE30MacHOCTH IEPCOHAIBHBIX JAaHHBIX MpPU HUX

obpabotke B UCIIH;

- TUPEKTOp

7.4.Ha  texnmueckux  cpeacrBax  MCII[lH, Ha  KOTOpbIX  YCTaHOBJICHBI
CHeluaIu3upOBaHHbIe cpencTtBa 3amuThl uHGopMamuu (manee — C3U) tuma «Ctpaxy,

«SecretNet», DallasLock u napyrume, mpoBepka 3JIEKTPOHHOTO >KypHaja IPOU3BOJUTCS B
COOTBETCTBUU C NpuiiaraeMbiM K ykazanHbiM C3U PykoBoacTBoMm.

7.5. Eciu B XoJe MepUOJMYECKUX, TUIAHOBBIX WM BHEIJIaHOBBIX Mposepok MCIIAx
BBISIBJICHBl ~ cllyyail —HecaHKUMOHUpoBaHHoro jocryna (nanee-HCJ/]) k  uHpopmanuu
KOH(UIEHIIMAIIBHOTO XapakTepa, TO BCTynaeT B cuity 1.1. 3.7., 3.8. nanHoro Ilonoxenus.

7.6. ITpoBepke noanexaT Bce dekTpoHHbie xxypHansl UCITH.

7.7. IlpoBepka [OMKHA TMPOBOJIUTHCS HE PEXKE YEM OIUH pa3 B HEHCHI0 C IEIbIO
CBOEBPEMEHHOTO BBISIBICHUS (DaKTOB HapylleHus TpeOoBaHui Hactosero [lonoxeHus.

7.8. ®aKThl MPOBEPOK SJIECKTPOHHBIX JKYPHAIOB OTPAXKAKOTCSA B CIELHAIBHOM YKypHAJIE
npoBepok. [locne kaxaoi nmpoBepKH aAMHUHUCTPATOP UHPOPMAIMOHHON OE30MaCHOCTH JAETaeT
COOTBETCTBYIOILYI0 OTMETKY B ’KYPHAaJI€ U CTABUT CBOIO POCIIHUCH.

8. IIpaBu/1a aHTUBUPYCHOM 3alIUTHI.

8.1. Ha xaxngom xommbiorepe WMCIIJIH moJKHBI OBITH YCTAaHOBJICHBI JIMIICH3UOHHBIE
aHTUBUPYCHbIE CpeICTBa, cepTuduuupoanusie PCTOK PO.

8.2. YcraHOBKa W HayalbHas HACTPOWKA CpPEICTB AaHTHUBUPYCHOTO KOHTpOJISI Ha
KOMIIPIOTEpAX  OCYIIECTBIISETCS  CHEIHAJMCTaMU, OTBETCTBEHHBIMH 32  TEXHHUYECKOE
obecnieueHre NHOOPMALIMOHHBIX CUCTEM YUPEKIACHHUS.

8.3. CneunanucTsl, OTBETCTBEHHbIE 3a TEXHUYECKOe olecredyeHrne MHGPOPMAIUMOHHBIX
CUCTEM YYPEXKJCHHUS, OCYLUIECTBIISIIOT NEPUOAUYECKOe OOHOBJIEHHE AHTUBUPYCHBIX MAKETOB U
KOHTPOJIb UX pa0OTOCIIOCOOHOCTH.

8.4.YcTaHOBKY U y/aJ€HHE CPEACTB aHTUBUPYCHOM 3alIUTHI TAK)XKE MOXKET OCYILIECTBIISAThH
aJIMMUHHUCTPATOP UHPOPMAIIMOHHOI 0€3011aCHOCTH.



8.5. SpabIk (ccpuika) JUIsl 3allycKa aHTUBUPYCHOM HpOrpaMMbl JOKEH OBITh JTOCTYIEH
BCEM I10JIb30BATENSAM UHPOPMALIIOHHOMN CUCTEMBI.

8.6. ExxenenenbHo B Hawasie pabOThbl, MOCIE 3arpy3Kd KOMIIbIOTEpAa B aBTOMATHYECKOM
pEeXHUME JIOJKEH MPOBOIUTHCS aHTUBUPYCHBIN KOHTPOJIb BCEX IMCKOB U (hailJIoB KOMITBIOTEPOB.

O06s13aTeIbHOMY aHTUBUPYCHOMY KOHTPOJIIO MOJJIEKUT Jito0asi HHPopMaius (TEKCTOBbIE
¢aiinbl 006X (opMaToB, (alabl TaHHBIX, UCHOJMHsAEMbIe (ailibl), HHPOPMAIUS HA ChEMHBIX
HOCHUTENAX (MarHUTHBIX UCKaX, JeHTax, CD-ROM u T.11.).

KoHnTponp ucxonsmeit nupopmanuy HEOOXOAUMO MPOBOAUTH HEMOCPEACTBEHHO MEpPe]
apXUBUPOBAHHEM U OTIIPABKOH (3aMKChIO HA Ch€MHBIH HOCUTEID).

Hactpoiiky  cpencTtB  aHTUBHPYCHOW  3alIUThl  BBINOJHSAET  AJMUHHCTPATOP
nH(pOpMallMOHHONW 0€30MacHOCTH, JUOO CHEIMAUCThl, OTBETCTBEHHBIE 32 TEXHUYECKOE
o0OecriedeHne YUYpekKICHHs, IO COTJACOBAHHUIO aJIMUHHUCTPATOPOM  HH(POPMAIIMOHHOMN
0€30I1aCHOCTH.

8.7. Mailnibl, MOMEIAEMbIE B 3JIEKTPOHHBIN apXWB HA MATHUTHBIX HOCUTENAX, JOJIKHBI B
00s3aTeNIbHOM TIOPSAKE MPOXOIUTh AHTHUBUPYCHBIH KOHTpOJb. llepumonmyeckue mnpoBepKu
AJIEKTPOHHBIX apXUBOB JIOJKHBI IPOBOJAUTHCS HE PEIKE OJTHOTO pas3a B MECHLL.

8.8. YcranaBnmBaemoe (M3MEHsIEMOE) TMPOTPaMMHOE OOECleYeHHe JOJHKHO —OBITh
MIpeIBAPUTEIILHO MPOBEPEHO Ha OTCYTCTBHE BHpYcOB. HemocpeacTBeHHO moOcCie YCTaHOBKHU
(M3MeHeHus) MPOTPaMMHOr0 oOecreueHusl KOMIIbIoTepa, aIMUHUCTPATOPOM HH(OPMAIIMOHHON
0€30MMacHOCTH J10JKHA ObITh BbINIOJIHEHA aHTUBHpYCcHas nposepka MCII/IH.

8.9. Ha xoMmbloTepsl 3ampemniaercsi yCTaHOBKAa MPOTPAMMHOIO oOecreueHus, He
CBSA3aHHOTO C BBINIOJIHEHUEM (YHKIMH, NPEeIyCMOTPEHHBIX TEXHOJIOTMYECKUM IPOLECCOM
00paboTku nHpOpMaIUK.

8.10. [Ipy  BO3HHMKHOBEHMM MOJO3PEHUS HAa HAJIMYHE KOMIIBIOTEPHOIO BHpycCa
(nerunuyHas paboTa mporpamm, MosiBJI€HHE rpa@UuecKux U 3BYKOBBIX 3((PEKTOB, UCKAKEHUN
JaHHBIX, Tpornaganue (aiyioB, YacToe MOSBJICHUE COOOIIEHUM O CUCTEMHBIX OLIMOKAaxX W T.II.)
[0JIb30BaTEIb CaMOCTOSITEIbHO (WJIM BMECTE€ C aJMUHUCTPATOpOM HH(POpPMAIIMOHHON
0€30MacHOCTH) JOJDKEH [TPOBECTU BHEOUEPEAHON aHTUBUPYCHBIN KOHTPOJIb KOMIIBIOTEPA.

B cnydae oOHapykeHUss TNpU MPOBEACHUU AHTUBHUPYCHOM NPOBEPKU 3apa)K€HHBIX
KOMITbIOTEPHBIMU BUpYycaMu (ailyioB M0JIb30BaTENb 00sI3aH:

- IPUOCTAHOBUTH 00paboTKy AanHbiXx B UCII/IH;

- HEMEIJICHHO MOCTaBUTh B M3BECTHOCTb O (pakTe OOHApYKEHHs 3apakKeHHbIX BHPYCOM
(aiinoB agMuHUCTpaTOpa HHOOPMAITMOHHONW 0€30MaCHOCTH;

- COBMECTHO C BIAJENbLEM 3apaXXCHHbIX BUPYCOM (haillyIOB MPOBECTH AaHAIU3
BO3MOYHOCTH, JJaJIbHEHILIEro UX UCI0JIb30BAHMUS;

- IPOBECTH JICUEHNE WM YHUUYTOKEHUE 3apa’keHHBIX (ailiioB.

8.11. OTBETCTBEHHOCTh 3a OpraHu3anuio aHTuBuUpycHoro koHTposis B WCII[lH B
COOTBETCTBUU C TpeOoBaHUsAMHU HacTosimiero [lonokeHust Bo3jaraercs Ha aJIMUHUCTPATOpa
nH(OPMaLMOHHON OE301MaCHOCTH.

8.12. OTBETCTBEHHOCTh 3a MPOBEACHHE MEPONPUATUN aHTUBUPYCHOM 3alllUTHl B
koHkpetHo UCII[IH u cobmronenue tpeboBanuil Hactosimero IlonoxkeHus Bo3naraeTcst Ha
CHEIMAIMCTOB IO TEXHUYECKOMY OOECHEeUeHHI0, aJIMUHUCTpaTopa HH(POPMALMOHHON
0e30macHOCTH U BceX noibp3oBarenei nanHoit MCII/x.

9. IlpaBusia MapoJIbHOM 3alIUTHI.

9.1. JlanHble MpaBWIa PErIAMEHTUPYIOT OPTaHU3AMOHHO-TEXHUYECKNE MEPOIIPUATHS 110
o0ecreyeHnIo MPOLECCOB reHepalliy, CMEHbl U npekpaieHus aeiictsus naposei B UCII/H, a
TaKKe KOHTPOJIb ACHCTBUM TOJIb30BATENCH MpU paboTe ¢ MapoIsMU.

9.2. OpraHu3allMOHHOE W  TEXHUYECKOe oOecreueHue MpOoIEecCOB  T'€HEepalui,
WCIIOJIb30BaHMsI, CMEHBI M TPEKpalleHus JAeHCTBUs mapotieid Bo Bcex nmoacucremax WCIIIa u
KOHTpPOJIb EUCTBUI IMOJIb30BaTeNeil npu paboTe ¢ MapoJiiMU BO3JIAraercs Ha aMUHHUCTpaTopa
nH(OPMaLMOHHON OE301MaCHOCTH.



9.3. JIuuHble MapoaM JOJDKHBI T€HEPUPOBATBCA M PACHPENEIATHCA LEHTPAIM30BAHHO
00 BBIOMpPATHCS MOJIB30BATENSIMU OOBEKTa BBIYUCIUTENIBHON TEXHUKH CaMOCTOSITEIBLHO C
YUETOM CJIEYIOIUX TPEOOBAHUINA:

- apoJib JOJDKEHOBITh HE MEHEE 6 CIMBOJIOB;

- B YMCJIE CUMBOJIOB MapoJisl 00A3amenbHo JOJDKHBI IPUCYTCTBOBAaTh OYKBbI B BEPXHEM
WJIM HIDKHEM PETUCTpax, MUGPBI U/WiIH crienuaibHble CUMBOIEI (@, #, $, &, *, % u T.11.);

- CUMBOJIbI ITapoJielt Ui pabounX CTaHIMM, HA KOTOPBIX YCTAHOBJIEHO CPEACTBO 3alLlUTHI
nHPOpPMAIMK OT HECAHKIIMOHMPOBAHHOTO IOCTYIA, JAOJDKHBI BBOJIUTHCS B PEKHUME JIATHHCKOM
pacKkiIaJikKi KIaBHaTYphI;

- MapoJib HE JIOJDKEH BKIOYAaThb B CE0Sl JIETKO BBIUMCISIEMbIE COYETaHUS CHMBOJIOB
(umena, gamunuu, HaumeHoBaHuss APM u T.1.), a Takke oOmwenpuHsaTeie cokpameHus (OBM,
JIBC, USER u 1.11.);

- IpY CMEHE MapoJisi HOBOE 3HaYEHHE JJOJDKHO OTIMYATHCS OT MPEAbLAYILINX;

- I0JIb30BATEIb HE UMEET IIpaBa coOOUIaTh JIMYHBIN HapoJib APYTUM JIHUIAM.

9.4. Anmunuctparop WCIIJIH nepenaer cBou ayTeHTU(UKAIIMOHHbBIE JAHHBIE JUIS
3amycka npukinagHoro 10 BJI UCII[In Ha OymMa)kHOM HOCHUTelle B ONE€YaTaHHOM KOHBEpPTE
aZIMUHUCTPATOPy WHGOPMAIIMOHHON O€301acHOCTH, KOTOPHI B CBOIO OYepeab XPaHUT WX B
3aKpbIBAIOLIEMCS Ha KJIIOY XpaHWIHILE.

9.5. B cmywae wumMmeromeics CiayxeOHOW  HEOOXOAUMOCTH, MPOJAUKTOBAHHOMN
BO3HUKHOBEHHEM HEIITATHBIX CUTYallUH WM JAPYruX (Oopc-MaKOPHBIX (DaKTOPOB, IPU YCIOBHH
oTcyrcTBHsI Ha pabouem wmecte mnoisib3oBarenst WCII[IH, pykoBoauTenb mojapa3iesieHus
opopMIISIET B MHCbMEHHOM BHJE 3asBKY Ha cOpOC Mapojsi OTCYTCTBYIOIIETO MOJb30BaTENs U
HaIpaBJIIET €€ OTBETCTBEHHOMY 3a oOecreueHne 0e301acHOCTH MEPCOHAIbHBIX JaHHBIX MPU UX
obpabotke B UCII/IH. B 3asBKe NOIKHO OBITH U3JI05KEHO 0OOCHOBaHKHE HEOOXOIUMOCTH cOpoca
nmapoJisi, ykazanel ®.UN.O. monws3oBarens, ued mapoiab Heobxoaumo coOpocuts, D.UN.O.,
JOJKHOCTh ~ CHELMauCcTa, KOTOpbI Oyner ocymecTBiasTh o0padoTky II[lH oT wumeHun
OTCYTCTBYIOILETO I0JIb30BATENS, a TaK K€ BPEMEHHON OTPE30K, B T€YEHHE KOTOPOTo UM Oyner
pou3BoAuThCs 0OpadoTka I1/[H.

9.6. B cnyuae, ecnmu OCHOBaHWs, yKa3aHHBIE B 3asBKE, SBJISIFOTCS JTOCTATOYHBIMHU JIJISt
cOpoca maposis, OTBETCTBEHHBIM 3a 3alUTy HHQOpMAUMH MOpYy4YaeT aJAMHUHHUCTPATOpy
nHpopmMalMOHHON 6e30macHOCTU cOpocuTh, ycraHoBieHHbIH B C3U ot HCJI, nuunblil naposib
YKa3aHHOT'O B 3asIBKE MOJIb30BATEII.

9.7. B cnyuae, ecnu npuxiagHoe 110 b/l UCIIIn oOnanaeT cucreMoii ayreHTU(UKALNH,
maposib Uil 3amycka mnpuxiagHoro [IO  cOpaceiBaetr ammunmctparop WCIIdH, mb6o
OTBETCTBEHHBII MOJIb30BaTENb, [10 TON e 3asBKE, B CIIydae UX OTCYTCTBUS MapoJib UMEET IIPaBo
cOpOCHUTh aIMUHUCTPATOP MHPOPMAIMOHHON 0€3011aCHOCTH, BOCIOJIb30BABUIMCH Ul BXOJa B
CHCTEMY YIIPaBIICHUS ayTeHTU(PUKAIIMOHHBIMU JaHHBIMU anqmuHucTparopa MCI1/IH.

9.8. Ilocne BbIMOIHEHNUSI HEOOXOAUMBIX padOT BCE MAPOJIU H3MEHSAIOTCS U Ha OyMasKHbIX
HOCHUTEINIIX B OIl€YaTaHHBIX KOHBepTe, mepenarorcs mnonb3oBatensiM HCII/Ix. Ilocne storo
10JIb30BATEM YCTAHABIIMBAIOT ce0e HOBBIE MAPOJIH.

9.9. IlonHas mu1aHOBask CMEHA MapOJIe MOJIB30BATENIEH JOJKHA ITPOBOJIUTHCS PETYIISPHO,
HE peXe OJTHOTO pa3a B TeueHue 60 qHeil.

9.10. BHennanoBass cMeHa JIMYHOTO IApoJisl WIM YOAJICHHE YYETHOM  3alucu
nosb3oBarens VCII[IH B ciydae mpekpalieHusi ero HoJHOMOYMH (YBOJbHEHHE, Iepexo] Ha
Ipyryto paboTy BHYTPH OpraHu3aldd U T.I.) JOJDKHA IPOU3BOIUTHCS aJIMUHUCTPATOPOM
nH(pOpPMaLlMOHHONW 0€30IaCHOCTU HEMEIJIEHHO I0CJI€ OKOHYAHMSI MOCJIEIHEro ceaHca pabdoThbl
JAHHOTO I0JIb30BATENS C CUCTEMOM Ha OCHOBAHUU YKa3aHMs HayaJbHHUKA OTJIENA.

9.11. BHemnnaHoBas MojHasi CMEHa MapoJiel BCeX MOJIb30BaTeNeH JOJDKHA TPOU3BOAUTHCS
B Cllyyae MpeKpalleHus MOJHOMOuYuM (YBOJBbHEHME, IEpPeXoJ Ha JpYyryro paldoTy BHYTpHU
OpraHu3aluy U Jpyrue 00CTosATENbCTBA) aAMUHUCTPATOPA HH(MOPMALIMOHHONW O€30IaCHOCTH.

9.12. B ciryyae kommpomMeTamnuu JuaHoro naposst noiab3oBatens MUCITIH nomxHbl OBITH
HEMEJIEHHO MPEANPUHATHI MEPBI [0 BOCCTAHOBJIEHUIO APOIbHON 3aIUTHI.



9.13. KonTponbs neHCTBHI TOJIB30BATEICH Mpu paboTe C MapossiMU, COONIOACHHUE
MOpsIIKA KX CMEHbI, XpaHEHHsl M MCIOJb30BaHUS BO3Jaraercs Ha aJMHUHUCTpaTopa
nH(OPMaLMOHHON OE301MaCHOCTH.

10. ITIpaBuja o0HOBJIeHUs] M KOH(PUTYPUPOBaHUsI NporpaMMHoro odecneyenusi C3U
u [IpukaagHoro nporpaMMHoOro oéecneveHusi, HCIOJib3yemMoro s oopadorku I1/1H.

10.1.HacTtosimue mpaBuia perjaMeHTHPYIOT obecreueHne 0e30macHOCTH WH(OpMaIu
IpU MpOBEAEHUU OOHOBJIEHMS U KOH(UrypupoBaHUs IporpammHoro obecneuenuss C3U u
[IpuknagHOTO TPOrpaMMHOTO 00ECTICUEHHUS, UCTIONIB3YyeMOTO it 00padoTku [1/1H.

10.2. Bee uzmenenus nporpaMmmuoro obecneuenust C3U u IlpukinaaHoro nporpaMmMHOro
obecrieueHus,  UCMoyib3yemMoro st oOpabotku  [I/lH, TODKHBI  MPOU3BOIUTHCA
aJIMMUHHUCTPATOPOM HH(OPMALMOHHOW OE€30MacCHOCTU W/WIM JIMLIAMU OTBETCTBEHHBIMHU 32
TeXHHYeckoe olecneyeHue yupexjaeHuss (Ipu  COIJIaCOBaHMM C  aIMUHUCTPAaTOPOM
MHQOpMAIMOHHON  0€30macHOCTH), Ha OCHOBaHWM 3asBku agmuHuctpatopa HWCII/H,
HaIpaBJIIEMON OTBETCTBEHHOMY 3a 00pabOTKy NepCOHAIbHBIX JaHHBIX.

10.3. OOHoBieHHE U KOH(MUTYpAIUsi MPOrPAMMHOTO 00eCIieueHu s, HE MUCIO0JIb3yeMOTo
st HemocpeacTBennor oopadotku [1/{n u He sBastomerocs 110 C3U, a takxke anmapaTHOM
cocrapisironieit anementoB MCII/H, ocymecTBisieTcs COTpYyJHHUKAMHU OTJeNla TEXHHUYECKOIo
o0OecrieyeHusl yupek1eHUsI B OObIYHOM TOPSIZIKE.

10.4. B cnyuae eciu APM npoxoaui aTTecTanuio COOTBETCTBUS TPEOOBAHUSM 3aIUTHI
nHpopManuu, W3MEHEHHE ammapatHo — mnporpamMmHor coctaBisomert WCIIn Taxke
IIPOU3BOJIUTCS OCHOBAHUU 3a5BKU.

10.5. U3smenenue koHdpurypauuu nporpammubix cpeacts MCIIJIH kem-mubo, kpome
BBIIIETIEPEUUCICHHBIX YIIOJHOMOYEHHBIX COTPYIHUKOB 3ANpeuseHo.

10.6. [Ipouenypa BHeceHUs U3MEHEHUI B KOHPUI'YpalMi0 IPOrpPaMMHOI0 00ecreyeHUs
C3U u IlpuknagHOrO TPOrpPaMMHOTO OOECHedYeHus, UCIoJb3yeMoro st obpabotku I[1/1H,
uHULuupyercs 3asBkoi agmuHucrpatopa UCIIAH.

10.7. B 3asiBK€ MOTYT YyKa3bIBaThCs CIICAYIONIME BHUIbI HEOOXOTUMBIX W3MEHEHUU B
COCTaBe almnapaTHbIX U nporpaMmubIx cpeacts MCITH:

- ycTaHOBKa  (pa3BepTbiBaHHWE) Ha KOMIbIOTEpP(bl) MPOTrpaMMHBIX  CpEJICTB,
HEOOXOIMMBIX JUIsl PELIEHUs ONpPENENCHHON 3amadu (J100aBlieHHE BO3MOXHOCTH pelICHUS
naHHoM 3anaun B nanHou UCTI/In);

- oOHOBJIEHHE(3aMeHa) Ha KOMIIbIoTepe(ax) MPOrpaMMHBIX CPEACTB, HEOOXOIUMBIX
JUIs pELIeHUsl OIpeAereHHOW 3amauu (OOHOBJIEHHME BEPCUM MCIOJIB3YEMbIX Ul pPELIEHUs
OTIpEe/IeNIEHHOM 3a/1a4K POTrpaMMm);

- yAaJeHUe C KOMIbIOTEpa MPOTrPaMMHBIX CPEJICTB, HCIOJb30BABLUINXCA IS
pelIeHus ONpeesIeHHON 3anauu (MCKIOYEHHE BO3MOXKHOCTH pEIIeHHs JaHHOM 3aJadd Ha
JAHHOM KOMIIBIOTEPE).

10.8. 3asBky anmunuctparopa UCIIJIH, B koTOpoil TpeOyercs MpOU3BECTH H3MEHEHHS
KOH(uUrypanuu, paccMaTpuBaeT JTUPEKTOP, BHU3HUPYET €€, YTBEp)KIas TEM CaMbIM
IIPOM3BOJICTBEHHYIO HEOOXOIMMOCTh MPOBEACHUS YKa3aHHBIX B 3asBKE M3MEHEHUH, [OCIIE Yero
3asiBKa NepeaeTcst aIMUHUCTPATOPY MHPOPMALIMOHHON O€3011aCHOCTH ISl HETIOCPEICTBEHHOTO
UCIIOJIHEHUSI pa0dOT MO BHECEHUIO0 M3MEHEHUIl B KOH(UIYpalMiO KOMIbIOTEpa YKa3aHHOTO B
3asiBKE€ CaMOCTOSITEJIbHO WJIM C IMPHUBIIEYEHUEM COTPYIHUKOB, OTBETCTBEHHBIX 332 TEXHHYECKOE
o0ecreyeHne yupesxIeHusl.

10.9. IloaroroBka OOHOBICHUS, MOAM(PUKANNK OOIMECUCTEMHOTO ¥ IPHUKIATHOTO
nporpaMmmHoro  obecneuenuss WCII[lH TectupoBaHue, CTEHAOBbIE UCHBITaHUS  (IIPU
HEOOXOJIMMOCTH) UM IepelJadya HCXOJHBIX TEKCTOB, JOKYMEHTAUWW U JUCTPUOYTUBHBIX
HOCHUTEJIEH MPOrpaMM B apXUB TUCTPUOYTUBOB YCTAHOBJIEHHOTO MPOIPAMMHOTO 00ecredYeHus,
BHECEHUE HEOOXOIMMBIX H3MEHeHMH B HacTpoiiku cpeactB 3aumutel oT HCJl u cpencts
KOHTpPOJISI LEJI0CTHOCTU (hailioB HAa KOMIIbIOTEpaX, (OOHOBIEHHUE) U ylIaJ€HHE CUCTEMHBIX U
MPUKIAJHBIX I[POTPAMMHBIX CPEICTB TPOU3BOAUTCS aJIMUHUCTPATOPOM HH(POPMALIMOHHON
0€30MacHOCTH MO COTJIaCOBAHMUIO C OPraHOM II0 aTrTecTaluu (B cllyyae, €clid IMPOBOJMIIACH



aTrectanusi), mpoBoauBIKM arttectanuio ganHod WCII[In. PabGotel mpousBogsTcs B
npucyrcTBuM anMuuaucrparopa UCII/Ix.

10.10. YcranoBka wunu oOHoBieHue mnoacucteM WCII[IH momKHBI TPOBOIUTHCS B
COOTBETCTBUU C TEXHOJIOTMEH IpoBeAeHUs] MOIU(PUKALUNA MPOrpaMMHBIX KOMIUIEKCOB JaHHBIX
MOJICUCTEM, YKa3aHHON B TEXHUYECKOM TIOKYMEHTAIlUH, €CJIM TaKOBasi UMEETCS.

10.11. YcranoBka u obnoBnenue 110 (cucreMHOro, TeCTOBOro M T.I.) HA KOMIIbIOTEpaX
MIPOU3BOJIUTCS TOJBKO C OPUTMHAJIBHBIX JMIIEH3UOHHBIX JUCTPUOYTUBHBIX HOCUTENEH (IHUCKET,
KOMITaKT-JUCKOB M T.I.), mpukiaagHoro 110 — ¢ 3TalloHHBIX KONUH NPOrpaMMHBIX CPEJACTB,
MOJIyYE€HHBIX U3 apXUBa JUCTPUOYTUBOB YCTAaHOBJIEHHOTO IPOTPAMMHOT0 00eCTIeueHUsI.

10.12. TIO cpeactB 3amuThl HHGOPMAIIMK YCTAaHABIMBACTCS C HOCUTEJECH, 001a1atommnx
CHelHaibHOM rosorpaduyeckoil HaKJIEHKOM, MOATBEPXKIAIOLIEH UX MOUIMHHOCTb, €CJIM UHOE HE
yKa3aHO B JOKyMeHTauuu K naHHomy I10.

10.13. Bce noOaBnsiemMble IPOrpaMMHBIE U allllapaTHbIE KOMIIOHEHTHI JOJDKHBI OBIThH
[IPEIBAPUTEIILHO MPOBEPEHbl Ha pabOTOCIOCOOHOCTh, a TaKKe€  Ha COBMECTUMOCTh C
YCTaHOBJIEHHBIMU IIPOIPAMMHBIM 00€CIIeYeHUEM U ONIEPALIMOHHON CUCTEMOH.

10.14. Ilocne ycranoBku (o6nHoBieHust) IIO, agmuHUCTpaTOop HHPOPMALIMOHHON
0€30MacCHOCTH JIOJDKEH IPOU3BECTU TpeOyeMble HACTPONKU CPENICTB YIPABICHHS JOCTYIIOM K
KOMITIOHEHTaM KOMIIbIOTEpa, MPOBEpUThH padboTocrnocodHocTs [10 1 npaBUIBLHOCTH X HACTPOUKH
U TPOU3BECTU COOTBETCTBYIOIIYIO 3anuCh B «KypHase ydyera HemtaTHeIX cuTyauuid B UCII/H,
BBINIOJIHEHUS] TPO(UIAKTUUECKUX PabOT, YCTAaHOBKHM, MOJU(UKALIMKU POTPaMMHBIX CPEACTB Ha
koMmmbtotepax MCII[Au», nenaer oTMETKY O BBINOJIHEHUM (Ha OOpaTHOM CTOpOHE 3asiBKH) U B
«TexHn4ecKoM MmacrnopTey.

10.15. ®opmar 3anuceit «Kypnana ydera HemratHbix cutyanuil UCII/IH, BeinoaHeHus
npouiakTUyeckux paboT, YCTAHOBKM M MOJU(PHUKAIMK MPOrPpaMMHBIX CpPEACTB Ha
kommbiorepax UCIIdu» ycTaHaBiuBaeTcst mpuKa3oM qupekropa OpraHu3aimm.

10.16. Ilpy BO3HUKHOBEHUH CUTYyallui, TpeOYIOLUX NepeJaud TEXHUYECKUX CPE/ICTB B
CEpBHUCHBIN IIEHTP C LEIbI0 PEMOHTA, OTBETCTBEHHBIH 3a €€ 3KCIUTyaTaluio JOKJIa/IbIBaeT 00
3TOM OTBETCTBEHHOMY 3a oOecredyeHrne Oe30MacHOCTH NEePCOHAIBHBIX JAHHBIX MPH HX
obpabotke B MCII/IH, KOTOpBIi B CBOIO OuY€pellb CBS3BIBAECTCS C COTPYJHUKAMU OpraHa IO
aTTecraluu (B cilydae, €clid IPOBOJWIIACH aTTeCTalUsl) U B JajlbHEHIleM AEHCTBYET COTJIaCHO UX
uHCcTpyKIuid. [Ipu 3ToM anMuHUCTpaTOp MHGOPMAITMOHHOM 6€30TaCHOCTH 00s3aH MPEANPUHSITH
HE0OX0IMMbIe MEpBI JIJISl 3aTUPaHU 3alIUIaeMO HHPOpMAIH, KOTOpast XpaHUJIAaCh Ha JUCKaX
KoMIptoTepa. OpuruHanbel 3asBOK (JIOKYMEHTOB), Ha OCHOBAaHMM KOTOPBIX IPOU3BOJMINCH
U3MEHEHMsSI B COCTaBE IPOTPaMMHBIX CPEACTB KOMIIBIOTEPOB C OTMETKaMU O BHECEHUH
W3MEHEHUI B COCTaB MPOTrPaMMHBIX CPEICTB, JIOJDKHBI XPAaHUTHCS BMECTE C TEXHHUYECKUM
nacnoprom Ha HCII[In n «Kypnanom yudera HemrratHbix cutyauui WCII/IH, BeInmonHeHus
npouiakTuyeckux padoT, YCTAHOBKM M MOJU(PHUKALMK MPOrPaMMHBIX CpPEACTB Ha
kommnbiorepax MCIIa» y oTBeTcTBEHHOro 3a oOecredeHue Oe30MacCHOCTH IMEePCOHATBHBIX
JaHHbIX 1TpU UX oOpadoTke B UCII/IH.

10.17. Konuu 3aBOK MOTYT XpaHUTbCA Yy aJMUHUCTpaTropa HHPOPMAIMOHHOM
0€30I1aCHOCTH:

- 15 BocctaHoBiieHus koHpurypauuu UCII/Ix nocne aBapuii;

- s KOHTpossi mpaBomepHoctn YycrtaHoBku Ha HWCII[dn cpeactB s permeHus
COOTBETCTBYIOIIMX 33/1a4 MpU pa300pe KOHPIIUKTHBIX CUTYaLUH;

-JJTs1 IPOBEPKHU MPABUILHOCTH YCTAHOBKHU M HAaCTpouku cpenacTs 3amutsl UCIIx

10.18. ®akT yHUYTOKEHUS JAHHBIX, HAXOJUBIIMXCS HAa JUCKE KOMIIBIOTEpA,
opopMmIIsieTcss aKTOM 3a MOANKMCHIO aJAMHHHCTpaTopa HH(GOPMAalMOHHOM O€30ImacHOCTH U
anpmunucrtparopa UCI/IH.

11. YnpasieHue y4eTHbIMH 3alIUCAAMHM 10J1b30BaTe/1€CH.

11.1.C menpto coOmOeHUs TPHUHIUIA TIEPCOHATHPHOM OTBETCTBEHHOCTH 3a CBOU
NEUCTBUS KaXKJIOMY COTPYIHHUKY, NOMYIIEHHOMY K paboTe Ha KOMIIBIOTEpaxX KOHKpPETHOM
UCTIIn, nomkHa ObITh CO3/]aHa YHUKAJIbHAS yYETHAs 3aIUCh T0JIb30BATES.



11.2. Pa6ory B UCII/IH cOTpyAHHK AOJXKEH OCYHIECTBIATH TOJBKO C MCIOJIb30BAaHUEM
CBOEro0 YHHMKAaJIbHOIO MMeHH mnoJib3oBarens. Padora B UCIIJIH mox uykoil yuyeTHOH 3amuchlo,
KpOME CIIy4aeB, OIIMCAHHBIX B 11.9.5, 3anpeujena.

11.3. Ilpoutenypa peructpanuu (Co3JaHUS YYETHOM 3alMCH) TOJB30BATeNd U
MIpeIOCTaBICHUs eMy (WM U3MEHEeHus ero) mpas goctyna kK pecypcam WCIIAH ununmupyercs
3asBkoit anmuancTparopa MCIIIx mo mpunaraemoii popme k Hactosmemy [losioxeHuto.

B 3asBke yka3biBaercs:

- coZiepKaHUe 3alpallMBaeMbIX HW3MEHEHUN (perucrpauuss HOBOTO IOJIb30BaTElIs
WCTI/H, ynaneHue y4yeTHOH 3alUCH M0JIb30BaTeNs, paCIIMPEHUE I CY)KEHUE MOJHOMOYMNA U
npaB fgocryna kK pecypcam UCIIIH panee 3aperucTpupoBaHHOTO MOJIB30BATEN);

- IOJDKHOCTh (C TMOJHBIM HAaUMEHOBaHUEM OTaena), (aMuiaus, UM H OTYECTBO
COTPYIHHKA;

- UMl TI0JIb30BaTeNs (YUETHOM 3alMCH) TAaHHOTO COTPYIHUKA;

- MIOJTHOMOYHS, KOTOPbIX HEOOXOAUMO JIMIIUTD M0JIb30BATENsl UM KOTOPhle HEOOXOAUMO
00aBUTH TIOJIB30BATEINIO (TIyTEM YKa3aHHS pelIaeMbIX mojib3oBaTenem 3aaad B MCIIIn).

11.4. 3asBky paccMaTpuBaeT JUPEKTOp, BHU3UpPYS €€, YTBepKIas TEM CaMbIM
IIPOM3BOJICTBEHHYIO HEOOXOIUMMOCTb J0Iycka (M3MEHEHHUs IPaB J0CTyIa) JaHHOTO COTPYIHHKA
K HEOOXOOUMBIM ISl pEIIeHUsT MM YyKa3aHHBIX B 3asBke 3amad pecypcam MCIIJIH. 3atem
MOANUCHIBACT 3a/laHue aJIMUHUCTPATOpy HH(GOPMAIMOHHOM O€30MacHOCTM Ha BHECEHHE
HEO0OXOIUMBIX U3MEHEHUH B CIIUCKH TOJIb30BaTeNel cooTBeTCTBYIONUX moacucreMm UCIIH.

11.5. Ha ocHOBaHMM 3a7aHusl, B COOTBETCTBUHU C JOKYMEHTALMEN HA CPEJICTBA 3AIUTHI OT
HECAaHKLMOHUPOBAHHOTO JIOCTYyNa, aJAMHHHCTPATOp nH(OPMaLIMOHHON 0e30MacHOCTH
MPOM3BOIUT HEOOXOJMMBIC OMEpaluk IO CO3JaHui0  (YJAJICHHWIO) YYETHOW  3alucCH
10JIb30BAaTesl, IPUCBOCHHUIO €My HauaJbHOTO 3HAYEHHUS Maposist (BOZMOXKHO TaKXKe PETUCTPALIUIO
MEepPCOHAIBHOIO MAEHTU(UKATOpa), 3asBICHHbIX MpaB goctyna k pecypcam MCII[In u npyrue
HEOoOXOo/lMMble JIeHCTBUS, yKa3aHHble B 3ajaHuu. JlJi1 BcexX MOJb30BaTeled MOJDKEH ObITh
YCTAHOBJIEH PEXXUM IPUHYIUTEIBHOTO 3allpOca CMEHBI MapoJisi HE peXke OJIHOTO pa3a B TEUEHUE
60 nHei.

11.6. [locne BHeceHMsI UW3MEHEHUH B CIHCKM II0JIb30BaTelIed  aJIMUHUCTPATOP
nH(OpMaLlMOHHOW  OE30MACHOCTH  JOJDKEH 00ecnedyuTbh HACTPOMKH CPEICTB  3allUThl
COOTBETCTBYIOIINE TpeOoBanusM OezomacHocty ykazanHou WCII[H. [lo okoHYaHWM BHECEHHS
W3MEHEHUI B CIUCKHU MOJb30BaTelIel B 3asBKE JIEJaeTCs OTMETKAa O BBINOJHEHUU 3aJaHUS 3a
MTOIMUCHIO UCTIOTHUTENS — aIMUHUCTPATOP UH(DOPMAITMOHHOM 0€30MMaCHOCTH.

11.7. UcnonHeHHbIe 3asBKa U 3a/laHUE XPAHATCA Y aJMUHUCTPATOpa MHPOPMAIIMOHHOMN
0€30MacHOCTH.

OHH MOTYT BIIOCJIEICTBUU UCIIOIb30BATHCS:

- JUUIsl BOCCTAHOBJIEHHUS NIOJIHOMOYMI nonb3oBaTeneil nocie apapuit UCI/IH;

- ISl KOHTPOJISl IPaBOMEPHOCTH HAJIMYUS Y KOHKPETHOTO I0JIb30BATENs MpaB JIOCTyMa K
TeM win uHbIM pecypcam VCIT[IH npu pa30ope KOHQIUKTHBIX CUTYALINA;

- ISl IPOBEPKU COTPYAHUKAMHU KOHTPOJIMPYIOIIKUX OPraHOB IMPaBUILHOCTH HACTPOMKHU
CpencTB pasrpanuueHus nqoctyna k pecypcam UCII/In.

12. Iopsinok KOHTPOJIA COOJIIOICHUS] YCJOBHI HCIOJb30BAHMS CPEACTB 3AIIMThI
HH(OpPMaALUHU, B TOM YHcJie KPUITOrpadpuieckux.

12.1. Haunslit pa3aen [lonoxenus onpenenser NopsaI0K KOHTPOJIS COOTIOEHHS YCIOBUM
WCIIOJIb30BaHMSI CPEJICTB 3amuThl nHGopmanuu (panee - C3N).

12.2. TexHn4yeckue CpeaCcTBa 3alllUThl MHPOPMALMH SBJISIOTCS Ba’KHBIM KOMIIOHEHTOM
Ob I[1/11.

12.3. [lopsimox  pabotel ¢ TexHuueckumu C3U omnpeaeneH B COOTBETCTBYIOLIUX
PYKOBOJICTBax MO HAacTpoiWke W ucmnoJib3oBaHuio C3U 00s3aTenbHBIX ISl MCIOJHEHHS, KaK
COTpYyOHHKaMU  00pabaThIBAlOLMMU  KOH(QUACHLMAIbHYIO  HHPOpMaALUIO, Tak U
aJIMMHHUCTPATOPOM MH(OPMALIMOHHON OE30MaCHOCTH.



12.4. IlpaBo TIpOBEpKH COOJIOEHUS] YCIOBHH HCIOJIB30BAaHUSI CPEJCTB  3allUTHI
nH(pOpPMaLIUK UMEIOT:

- TUPEKTOp;

- OTBETCTBEHHBIN 32 00pabOTKY NEPCOHANBHBIX JAHHBIX;

- aIMUHUCTPATOP MHGOPMAITMOHHONW O€30MaCHOCTH.

12.5. Tlons3oBatento UCII/IH kaTeropudecku 3ampeniaeTcs:

- oTkimouats C3U;

-IIPOU3BOJIUTH 00paboTKy  KOHOUACHIHMAIHLHOU uH(popMauu B ciydae
HepaboTocrocoOHocTH cpeacTs ee 3amuThl (C3N);

- MeHsTh HacTpoiiku C3U.

12.6. Ecnu B XoJe mNepUOJUYECKHX, IJIAHOBBIX MM BHe3amHbIx mnpoepok WCIIx
BBISIBJIEHO HapylieHue tpeboBanus 1. 10.5. To nmoanexar npumeHeHuto 1.m. 3.7., 3.8. maHHOTO
[Tonoxenns.

12.7. Kpuntorpaduueckue cpeacTBa 3aliuThl WHOOPMAIIMU JTOJDKHBI UCIOJIB30BAThCS B
COOTBETCTBUU C TEXHHYECKOM M OSKCIUIyaTallMOHHOW JOKyMEHTaluedl Ha HHUX, a TakXke B
COOTBETCTBUU C MPABUIIAMH I10JIb30BAHUSI HMHU.

13. Ilopsiok 0XpaHbI U AOIYCKA MOCTOPOHHMX JIMI B 3alUIIaeMble OMelleHH.

13.1. lannbiii  paspen llosiokeHUsT yCTaHAaBIMBAET NOPSNOK OXpaHbl IOMEUICHUHN
NCTI/n.

13.2. BckppiTuE ¥ 3aKpbITHE  NOMEIICHWM  OCYLIECTBISAETCS  COTPYIHUKAMM,
paboTaIOUIMMU B IaHHBIX TOMEIEHUSX.

Crucok COTPYIHUKOB, HMEIOIIMX IPaBO BCKpbIBaTh (claBaTh II0J OXpaHy) U
OTleyYaThIBaTh MOMEIIECHUS YTBEPIKIAETCS IUPEKTOPOM U MepeaaéTcsi Ha IOCT OXPAHBI.

13.3. IIpu OTCYTCTBUM COTPYIHUKOB, OTBETCTBEHHBIX 332 BCKPBITUE IOMELICHNUN, TaHHbIE
MOMEILIEHUS MOTYT ObITh BCKPBIThI KOMUCCHEM, CO3/1aHHOM Ha OCHOBaHUM INpukasza. Komuccueit
COCTaBJII€TCS aKT BCKPBITHUSL.

13.4. Ilpyn 3aKkpbITUM TOMELIEHUN COTPYIHUKH, OTBETCTBEHHbIE 3a TMOMELIEHMUS,
MIPOBEPSIOT 3aKPBITHE OKOH, BBIKIIOYAIOT OCBEIEHUE, OBITOBBIE MPUOOPHI, OPITEXHUKY U
IIPOBEPSIOT IPOTUBOIOKAPHOE COCTOSTHUE MOMEIIECHNUS, a JOKYMEHTB 1 HOCUTEIN UHPOPMAIHH,
Ha KOTOPBIX COJAEPKHUTCS KOH(QUICHIMaNbHAs HHPOpMaLus, yOUparoT JUIsi XpaHEHUs B
orneuyaThlBaeMblil ceiid (MeTasmmueckuil mikad). 3akpblBaeMOe IMOMEIIEHUE OIeYaThIBACTCs
JIMYHOM NeYaThi0 COTPYIHUKA, OTBETCTBEHHOTO 32 IIOMELIEHHE.

13.5. IlocTaHOBKA M CHATHE NMOMEIIEHUN TIOJI OXpaHy MPOU3BOJUTCS OXPAHHUKOM I10CIIE
OKOHYAHUS U Mepes] HayaJloM paboyero AHs COOTBETCTBEHHO.

13.6. CoTpyaHUK, UMEIOIINN ITPaBO HA BCKPHITHE TOMEILEHUH:

- IPOU3BOAUT IIPOBEPKY OTTUCKA II€YaTH Ha IBEPHU MOMELICHHS U UCIIPABHOCTH 3all0POB;

- BCKpBIBAET IIOMELICHHE.

13.7. llpu oOHapyXKE€HUU HAPYIIEHWW ILETOCTHOCTH OTTHUCKOB I€YaTEH, MOBPEKICHUS
3alopoB WJIM HAJU4Msl APYrUX MPU3HAKOB, YKa3bIBAIOIIMX HAa BO3MOXKHOE IPOHMKHOBEHHUE B
MIOMEILIEHUE IMOCTOPOHHUX JIMI, IOMEIEHWE HE BCKPBIBACTCS, a COCTaBIsETCS akT, B
MPUCYTCTBUU OXpaHHUKA. O MPOUCIIECTBUU HEMEIJIECHHO COOOIIAeTCs IUPEKTOPY U (WIIH)
OTBETCTBEHHOMY 3a oOecrieueHue 0e30MacHOCTU MEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe B
NCTI/n.

OnHOBpEMEHHO MPUHUMAIOTCS MEPHI 0 OXpaHE MECTa MPOUCIIECTBUS U 10 NPUOBITUS
JOJIKHOCTHBIX JIML B IOMEILIEHNUE HUKTO HE JI0IYCKAETCs.

13.8. Jlupektop, OTBETCTBEHHBIN 3a 0OecTieueHne 0e30MacCHOCTH TIEPCOHATBHBIX JaHHBIX
npu ux o6padotke B UCII/In n agmunucTpaTop nHGOpPMAITMOHHON 0€30MacHOCTH OPraHu3yl0T
npoBepky MCII[lH Ha mnpeaMeT HECAHKIMOHHUPOBAHHOTO JOCTyNa K KOH(HUIACHIIMATBHOMN
nH(pOpMaLUY U HAJIMYKE TOKYMEHTOB U MAlllMHHBIX HOCUTENEeH HH(OpMALIUH.

13.9. Ilpu cpabaThiBaHUU OXPAHHOW CHUTHAJIM3AINH B CIY)KEOHBIX TMOMEIICHUSIX B
Hepabouee BpeMsl OXPAaHHUK COOOIIAET O CIyYUBLIEMCS OTBETCTBEHHOMY 3a MOMEIIEHUE, WIH
OTBETCTBEHHOMY 3a o0ecrieueHue 0e30MacHOCTH MEePCOHAIbHBIX JTAaHHBIX MPU UX 00paboTKe B



UCTIH, nnu qupexTopy, Wik aAMUHUCTpaTopy nHpopMannonHo# Oe3onacHoctu. [loMmenenus
BCKPBIBATh 3aIpeIaeTcsl.

13.10. IToMemeHns BCKPBIBAIOTCS OTBETCTBEHHBIM 3a IIOMELIEHUE, WM TUPEKTOPOM, WU
OTBETCTBEHHBIM 3a oOecredyeHne 0e30IaCHOCTH MEePCOHANBbHBIX JAAHHBIX MPH HX 00paboTke B
NCTI/IHB npuCyTCTBUM COTPYAHHUKA OXPaHbl C COCTABJICHUEM aKTa.

13.11. IIpn mepenade AeKypcTBa, €CJIM MOMEIIEHUE B TEUCHHUE JIHS HE BCKPBIBAJIOCH, a
TaKK€ B BBIXOJHBbIE U Mpa3gHUYHBIE THU IPUHUMAIOLIAS JEKYPCTBO CMEHA IOCTa OXPaHbI
IIPOBEPSIET 1IEJIOCTHOCTh NleuaTell Ha IBEPSX U MeHalle ¢ KII4YaMU

13.12. Ilopsinok npeObiBaHUs MOCTOPOHHUX Jinll Ha Tepputopun MBOY Kuukeranckoit
COLII ycranaBiuBaeTcs COOTBETCTBYIOIUM IIPUKA30M.

14. Tlopsanok cTUpaHus 3alMIAeMOii MH(OPMAIUM M YHUYTOKEHHS] HOCHTeJei
3amuaeMo uHgopmanum.

14.1. B 00s3aTeIbHOM NOPSAJKE YHHUUTOKEHHIO IOJUIEKAT MMOBPEKICHHbBIE, BHIBOIUMBIE
U3 OKCIUTyaTalldd HOCUTENH, COJEp)Kallue 3alluIlaeMyl0 HH(GOPMAlHI0, HCIOIb30BaHHUE
KOTOpBbIX HE Mpefnojaraercd B JaibHelmeMm. CTHpaHHUIO MOJJIEKAT HOCHUTEIH, COJEprKaliue
3aImuInaeMyo uHGOpPMaII0, KOTOphIe BBIBOAATCA W3 JKciuryatauuu B coctaBe MCII[In. He
JIOTYCKAeTCsl CTUpaHWE HEUCIPaBHBIX HOCHUTENEH U mepenaya MX B CEPBUCHBIM LIEHTp IS
pemoHnTa. Takue HOCUTENN JOJKHBI YHUUTOXKATHCSI B COOTBETCTBUH C HACTOSILIIUM HOPSIKOM.

14.2. CrtupaHue JOJDKHO NPOU3BOAMTHCS IO TEXHOJOTMH, IPEIyCMOTPEHHON JUis
JAHHOTO THUIIA HOCHUTENS, C NPUMEHEHHEM CepTU(ULHUPOBAHHBIX CPEJCTB TapaHTHUPOBAHHOIO
YHUUTOKEHHSI HH(pOpMaLMK (JOTyCKaeTcsl 3aeiCTBOBAaTh MEXaHU3MbI 3aTUPAHUS BCTPOCHHBIE B
cepTu(ULIUPOBaHHbBIE CPECTBA 3AIIUTH HHPOPMALIUH).

14.3. YHUUTOKEHHE HOCHUTENEH IPOU3BOJUTCS IyTEM HAHECEHUS UM HEyCTPaHUMOTO
(U3MYECKOTO MOBPEXKICHMS, MCKIIOYAIOLIEr0 BO3MOXKHOCTh HMX HCIOJIb30BAHMS, a TaKke
BOCCTaHOBJIEHUS MH(opManuu (epesl YHUUTOKEHUEM, €CI HOCUTEIb UCIIPABEH, TOJDKHO OBIThH
MIPOM3BEACHO TrapaHTUpPOBaHHE CTUpaHue HHpopMmanuu Ha Hocutene). HemocpeacTtBeHHble
JNEUCTBUSL MO YHUYTOXKEHUIO KOHKPETHOTO THUMAa HOCHUTENS JOJDKHBI OBITH JOCTATOYHBI MJIst
UCKJIIOYEHHS] BO3MOKHOCTH BOCCTaHOBJIEHUS! HH(POPMAIUH.

14.4. BymaxkHble U MpoYre CropaeMble HOCUTENN (KOHBEPTHI C HEUCIIOJIb3YEMBIMH OoJiee
MapoJIsIMM) YHUUYTOXKAIOT TyTEM CXKHTAaHUS WM C TIOMOIIBIO JHOOBIX OymaropesaTelbHBIX
MallyH.

14.5. I1o dakTy yHUUYTOXKECHUS WM CTHPAHHS HOCUTEJICH COCTABISAETCA aKT, B KypHaJax
ydera JIeJIal0TCs COOTBETCTBYIOIINE 3allHCH.

14.6. Ilponienypsl CTUpaHUSl U YHUUTOXKEHHS OCYIIECTBISIOTCS KOMHCCHUEH, B KOTOPYIO
Bxoaar: agmuHuctpatop MCIIJIH, oTBercTBeHHBIM 3a oOecrnieueHue 0OE30MaCHOCTH
MEepPCOHANbHBIX JaHHBIX HpH ux o0paborke B MCII[H, agmuHHCcTpaTOp HHPOPMAIIMOHHOM
0€30I1aCHOCTH.

15. Ob6e3mnyuBaHue IEPCOHAIBHBIX JaHHBIX.

15.1. O6e3nuunBaHue NEPCOHAIBHBIX JAaHHBIX — JIEHCTBUS, B pE3yJbTaTe KOTOPBIX
HEBO3MOXKHO OIPEIENIUTh NPUHAJICKHOCTh MEPCOHAIBHBIX JTAHHBIX KOHKPETHOMY CYOBEKTY
MEePCOHATBHBIX JaHHBIX

15.2. OOe3nuuuBaHWEe TEPCOHATBHBIX JAHHBIX MOJKET OBITH IMPOBEICHO C IIEJIBIO
BEJICHUS! CTATUCTUYECKUX JaHHBIX, CHWXKEHHS ymiepda OT pasIJalleHus 3allyliaeMblX
MEPCOHAIBHBIX JIAHHBIX, CHI)KEHMSI Ki1acca HH()OPMALIMOHHBIX CUCTEM IIEPCOHANIBHBIX JaHHbBIX U
[0 JIOCTHXKEHUIO 1iesield 00paboTKU WM B CiIydae yTpaThl HEOOXOJIMMOCTH B JOCTHKEHUH ITHX
LeJe, ecIu NHOE HE MPEeLyCMOTPEHO (henepaabHbIM 3aKOHOM.

15.3. Cnoco6bl 06e31MuuBaHus MPH YCIOBUM JajibHeleln o0paboTKu MepcoOHaIbHBIX
JAHHBIX:

- METOJ] BBEICHUS UJICHTU(PUKATOPOB;

- METOJ U3MEHEHHMSI COCTaBa UM CEMAHTUKH;

- 000011IeHne (MOHMKEHHE TOYHOCTH HEKOTOPBIX CBEACHUM );



- METOJ JEKOMMO3UINH (pa30HeHre MHOKECTBa (MaccuBa) MEPCOHAIbHBIX JaHHBIX Ha
HECKOJIBKO MOJMHOXKECTB (4acTei) C MOCIeAYIOIIUM pa3IeIbHbIM XpPaHEHUEM I10MHOKECTB;

- METOJI IlepeMelInBaHusl (MepecTaHOBKa OT/AEIbHBIX 3aIliCel, a TaKKe TPYII 3amuceil B
MacCUBE MEPCOHAIbHBIX JaHHBIX).

15.4. Jlna oOe3nuyuBaHUs MEPCOHAJIBHBIX JAHHBIX  HCIOJIB3YIOTCS  CHOCOOBI
obe3nuuMBaHusl, ompeneraeHHble mpukazoM PockomHam3opa ot 05.09.2013 Ne 996«0O06
YIBEp)KIICHHH TpeOOBaHMH W METOJOB TI0 OOE3JIMYMBAHUIO TEPCOHATIBHBIX JTaHHBIX» B
COOTBETCTBUU C PEKOMEHAALUSIMH I10 UCTIOIb30BAHUIO 3TUX METO/IOB.

15.5. Pemenue o HEOOXOIMMOCTH 00€3TMUMBAHUS IEPCOHAIBHBIX JAHHBIX PUHUMAET
JUPEKTOP YUpPEXKIACHHUS.

15.6. HauanbHUKHM  OTHENIOB, HEMOCPEACTBEHHO  OCYLIECTBIISIIOIIME  OOpabOTKY
MEPCOHANBHBIX JTAHHBIX, TOTOBSAT MPEUIOKEHUS 10 OOC3IMYMBAHUIO MEPCOHAIBHBIX JAaHHBIX,
000CHOBaHME TaKOW HEOOXOIMMOCTH 1 CIIOCO0 00E3INYNBAHUA.

15.7. CoTpyaHHKH MOIpa3aeieHnil, 00CTyKUBAIOMUX 0a3bl JaHHBIX C MEPCOHATBLHBIMU
JAHHBIMU, OCYILLIECTBIISIIOT HEMOCPEACTBEHHOE 00€3IMYMBaHNE BEIOPAaHHBIM CIIOCOOOM.

15.8. ITopsiiok paboThl ¢ 00€3IMYEHHBIMU IEPCOHATIBHBIMU JTAHHBIMU:

15.8.1. OGe3nuueHHbIe IEPCOHATBLHBIC TAHHBIC HE TIO/JICKAT Pa3TIIallICHHUIO.

15.8.2. O0e3nuyeHHbIE IEPCOHANBHBIE JAHHBIE MOTYT 00pabaThIBAThCS C UCIIOIb30BAHUS
1 6e3 UCMOJIb30BaHUs CPEACTB aBTOMATU3aLIMH.

15.8.3. [Ipu oOpaboTke 00€3TMYCHHBIX TMEPCOHATBHBIX JAHHBIX C HCIOJb30BaHUEM
CPEICTB aBTOMATHU3aIMU HEOOX0IMMO COOJII0/IEHUE:

- IApOJIbHOM MOJIUTUKH;

- aHTUBUPYCHOMW MOJINTHKH;

- IpaBuJ pabOThl CO CbEMHBIMH HOCUTENAMU (€CJIM OHU HCIIOJIB3YETCS);

- IPaBUJI PE3EPBHOTO KOIIUPOBAHMUS;

- MpaBUJI JOCTyNa B IIOMEILIEHUS, TJE€ PACHOJIOKEHBI 3JIEMEHTbl HH(POPMAIMOHHBIX
CHUCTEM;

15.8.4. [Ipu 0o6paboTke 0OE3MMUECHHBIX TEPCOHAIBHBIX MAaHHBIX 0O€3 HCIOJIb30BaHUS
CPEICTB aBTOMATHU3aIMU HE0OX0IMMO COOJII0/IEHUE:

- IPaBHJI XpaHEeHUs] OyMa)kKHBIX HOCHUTEIICH;

- IPaBHJI JIOCTYIIAa K HUM M B IOMEIICHUS, 1€ OHU XPAHATCSI.



